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EXECUTIVE SUMMARY

We can no longer afford to avoid the truth: the unimpeded transfer of
U.S. technology to China is one of the single-largest contributors to
China's emergence as one of the world's premier scientific and
technological powers. For more than 20 years, the Chinese Communist
Party (CCP) has circumvented our export controls and deceived the
U.S. officials in charge of administrating them. While U.S. officials were
pursuing economic engagement, China was executing a path toward
technological independence.

In 2006, China launched its “indigenous innovation” strategy aimed at
making China a science, technology, and innovation superpower. Since
then, state planners issued numerous industrial policies, such as “the
Medium- and Long-Term Scientific Plan,” "Strategic Emerging
Industries,” "Made in China 2025," and "Dual-Circulation.” Each plan
had its own focus, but the mission was always the same: supplant U.S.
technological leadership. The United States now stands at an impasse:
having let U.S. export control officials fuel the technological and
manufacturing rise of China in the pursuit of short-term industry profit,
do we make the necessary modernizations at the Department of
Commerce's Bureau of Industry and Security, or do we hope for the
best with the status quo?




INCREASING BIPARTISAN CONSENSUS

Multiple U.S. administrations have come to the same conclusion that
China aims to change how the world operates—from how we trade to
how democratic societies express their values. To achieve this goal, the
CCP General Secretary, Xi Jinping, has not ruled out the use of his
military and has directed his government to use China's economic and
technological base as a blunt, coercive tool.

The CCP is in the boardroom and laboratory of nearly every
organization in China, even notionally private ones and American
companies,’ to influence decision making. The world must accept that
the economic and innovation engine in China is driving toward the
Great Rejuvenation of the Chinese Nation—a CCP plan to have a
military second to none and to bring democratic Taiwan under its
control. These actions are forcing countries to reexamine the view that
trade and commerce can be distinct and separate from national
security.

In 2017, the U.S. National Security Strategy reasserted that "economic
security is national security,”" a view that guided our country during its
founding.iil It is evident that economic and manufacturing strength is
the foundation for our military and diplomacy. Today's breakneck pace
of innovation in certain emerging technologies creates an opportunity
for adversaries like the CCP to disrupt the balance of economic and
military power.




CRITICAL ROLE OF EMERGING
TECHNOLOGIES

The stakes could not be higher. Indeed, the U.S. intelligence community
assesses that critical and emerging technologies such as quantum,
artificial intelligence (Al), and biotechnology may determine
superpower status in the 21st century.V As these technologies are dual-
use—meaning they have both benign, productive uses as well as
malign, destructive ones—the United States and other rules-based
countries must lead their research, development, and production.
Concerningly, China is reportedly leading in 37 out of 44 critical
technologies,” and it is implementing an unprecedented, zero-sum
industrial policy to gain dominant market share by investing hundreds
of billions of dollars and building a more aggressive technology transfer
regime.

The United States must have a win-at-all-costs mentality in these
emerging technologies. In the Cold War, the United States made
landing on the moon first and denying and delaying the Soviet Union's
access to technology a national mission. Prior to serving in the Biden
administration, several current national security officials, including
some at the National Security Council, wrote that managing the China
Challenge "should be an organizing principle of U.S. foreign policy”—
resembling a competitive mindset the United States had toward the
Soviet Union.V




Because of China's massive industrial subsidies and comprehensive
approach to stealing and inducing the transfer of technology, a "run
faster” only approach—which relies on innovating faster and staying a
generation or two ahead of competitors—will fail on its own against
China.vi

Instead, the United States must invest in innovation while denying and
delaying China's access to critical technologies. Consequently, export
controls are reemerging as a vital tool in the U.S. national security and
foreign policy toolkit.

Despite China's strengths, it has several technology chokepoints—
areas in which it is reliant on the United States or other countries for
foundational technology. Semiconductors are an illustrative example.
Up and down the supply and value chain, China cannot independently
produce advanced semiconductors without the talent, know-how, and
technology of a small group of democratic countries. If the United
States and a handful of U.S. treaty allies fully restricted China's access
to semiconductor architecture, electronic design automation software,
machine tools, and fabrication facilities—foundational technologies—
then Chind's silicon ambitions may become prohibitively costly and
time-intensive.




REEMERGENCE OF EXPORT CONTROLS
IN STRATEGIC COMPETITION

The United States has a narrowing window in which export controls can
redirect the development of ecosystems and production of emerging
technologies away from China. To accomplish this, we can no longer
accept an export control bureaucracy that is reactive to technological
advances and fails to impose controls on emerging technology until that
technology is being weaponized. Export controls must be used more as
a preemptive tool to safeguard against technology transfers that may
appear benign today, but have the potential to threaten national and
economic security in the future.

Consequently, the United States can no longer outsource its economic
statecraft to a global free market, dictated largely by China's industrial
policies. Instead, the U.S. government must take a more active role in
fencing off the CCP’s commercial activity that threatens our security.
At the same time, the United States and its allies and partners must act
together to be the preeminent technological superpowers to constrain
China from achieving the same goal.

This report will provide an overview of the U.S. export control regime
housed at the Department of Commerce, explain China's distinct and
growing threat, and offer policy recommendations.

In short, if the United States is determined to outcompete Chinaq, the
fossilized licensing bureaucracy that oversees export controls must
break free from its post-Cold War, free trade mentality. It must regain
its raison d’etre in identifying and controlling technology and being the
vanguard of strategic competition.
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Licensing officials cannot see themselves as the voice of business, but

rather its regulator more willing to deny licenses to export technology
to our adversaries.

Both the Trump and Biden administrations, principally from the White
House, have rightly begun exerting more control over the Commerce
Department's Bureau of Industry and Security (BIS). However, no
administration will be able to fully leverage the power of export
controls to protect U.S. national security without Congressional action.
Now, Congress must solidify the efforts of successive administrations so
our future will be better secured.




BACKGROUND ON EXPORT CONTROLS

U.S. Views on Technology Competition with China

In multiple documents and statements, the U.S. government has
asserted that technology is central to U.S.-China strategic competition.
The U.S. National Counterintelligence and Security Center wrote that
leadership in a few technology sectors, including Al, semiconductors,
and quantum, may determine whether America remains a superpower
or is eclipsed by strategic competitors—no doubt an allusion to China.Vi
CIA Director Bill Burns told Congress, "I think the revolution in
technology is...the main area for competition with the People’s Republic
of China."* The Department of Defense warns that "China is
particularly focused on dominating a range of emerging, dual-use
technologies that promise to be both disruptive and foundational for
future economies."x

Core to U.S. policy with respect to the People’'s Republic of China

(PRC), consistent over successive administrations, are the concepts that
“economic security is national security”™ and that export controls are a
“new strategic asset” to use against adversaries.X' These policies did
not emerge randomly; instead, CCP behaviors and actions
reinvigorated these concepts and tools that had been hibernating since
the fall of the Soviet Union.

CCP Views on Technology Competition

The General Secretary of the CCP Xi Jinping believes technology and
innovation are critical to his concept of comprehensive national
security, saying “"advanced technology is the sharp weapon of the
modern state."xii
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General Secretary Xi's Great Rejuvenation of the Chinese Nation
requires "core technologies must be held in our own hands."V

General Secretary Xi's conviction that technology may help China
leapfrog the United States in power and influence makes him more
willing to accept costs and use coercion to achieve his goals.x¥ The U.S.
Chamber of Commerce has written that China is "leverag[ing] the
power of the state to alter dynamics in global markets in industries core
to economic competitiveness.”v' The Mercator Institute, a German think
tank, warned that China is trying “to systematically acquire cutting-
edge technology and generate large-scale technology transfer."xvii

Power over the Chinese economy and its technological goals, therefore,
is central to Xi's national security vision. For more than 10 years,
General Secretary Xi has built a formidable, interlocking legal and
regulatory system that makes access to his market dependent on
transferring private sector technology, data, and know-how to the
Chinese government—and eventually their Chinese competitors.

Military-Civil Fusion and Export Controls

The clear, direct link between China’s economy and its military make the
technology transfer system a threat to U.S. national and economic
security. The CCP, its People’s Liberation Army (PLA), and the
government are using trade and commerce to seize dominant market
share and manufacturing capability in dual-use technologies that will
define the future of warfare and the global economy.xii The CCP's
Military-Civil Fusion Strategy (MCF) ensures that any militarily useful
technology developed or acquired by the private sector can be
diverted to the PLA.xx




Former Acting Under Secretary at the Department of State Dr.
Christopher Ashley Ford summarized MCF perfectly:

"If any given technology is in any way accessible to China...and
officials there believe it can be of any use to the country’s military
and national security complex as Beijing prepares itself to
challenge the United States for global leadership, one can be quite
sure that the technology will be made available for those
purposes — pretty much no matter what."”™x

General Secretary Xi is in effect marshaling the world's second largest
economy and second largest recipient of foreign direct investment to
create a more lethal military. A military that Xi says may be used to take
back control of Taiwan or control shipping lanes that carry more than
$5 trillion worth of goods.

The Congressional Research Service explained that "China’s approach
[i.e. MCF] blurs commercial and military distinctions and may challenge
the U.S. export control regime’s ability to distinguish between military
and civilian end-use and end-users.”* Former Acting Under Secretary
of BIS Nazak Nikakhtar related MCF to export controls saying,
"(e)xport control regimes are based entirely on trust—trust that the end-
user recipient of the item will not re-export the item to prohibited end-
users or for prohibited end-uses.”it MCF subverts the trust that is the
foundation of the global trading system.

MCF combined with China's existing laws and regulations—including its
blocking regulations and 2017 National Intelligence Law—create
contradictory legal requirements for companies doing business in China
and the United States. For example, a recipient of U.S.-origin
technology in China may be required by China's law to divert that
technology to the government or military and at the same time be
required by U.S. law not to divert such technology to any other end-

user.
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Companies cannot comply with both sets of laws. Furthermore, finding
and enforcing violations of U.S. laws in China may not be possible
because of the closed, opaque system in China.

China’'s Violation of Commitments

China's track record of abiding by commitments made bilaterally with
the United States or multilaterally through international organizations,
such as the World Trade Organization, raises significant doubt that the
U.S. government could trust any export control end-use agreements in
China. China violated commitments not to militarize the South China
Seq, to respect treaty obligations regarding Hong Kong, and has
denied its ongoing genocide in Xinjiang. Moreover, China steals
annually upwards of $600 billion worth of American intellectual
property. >V In 2023 the Office of the U.S. Trade Representative in its
annual Special 301 report articulated that regulatory regimes are being
used to require inappropriate disclosure of trade secrets and other
types of intellectual property.xx

Given China's track record of violating bilateral commitments, Steve
Coonen, a former senior foreign affairs advisor for the Defense
Technology Security Administration at the Department of Defense,
asks, "Why do U.S. export control officials imagine that these same
leaders will honor end-user conditions for technologies that the PLA
and MSS [Ministry of State Security] need?"xxvi

For these reasons, U.S. export control officials should adopt a
presumption that all PRC entities will divert technology to military or
surveillance uses. Currently, the overwhelming approval rates for
licenses or exceptions for dual-use technology transfers to China
indicate that licensing officials at BIS are likely presuming that items will
be used only for their intended purposes.
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Some experts believe the U.S. legal and regulatory regimes must evolve
to protect U.S. technology. Jeffrey Stoff, who spent nearly 20 years in
the U.S. government as a China analyst and linguist, observed, “[t]he
scale and scope of national and economic security threats posed by the
PRC's technology transfer apparatus have outpaced the government's
abilities or priorities to detect, deter, or neutralize the PRC's efforts."xxVii
A core finding of his research is that many threats from the PRC are
“neither criminal in nature nor involve espionage, at least not how our
legal system defines it."”*Viil If the PRC activity is not criminal and its
technology transfer regime is a threat to U.S. national security, then
lawmakers must examine whether current laws and regulations,
including export controls, should be modernized.

Export Controls as a Strategic Asset

Because export control officials can approve or deny the transfer of
U.S.-origin items to Ching, it can be a "strategic asset”"—as referred to
by National Security Advisor Jake Sullivan—to deprive General
Secretary Xi of the technology he needs to build a more lethal military
and sophisticated surveillance state. Through the bipartisan Export
Control Reform Act of 2018 (ECRA) and recent legislative updates,
Congress has given BIS tremendous authority to stop, or at least slow
down, technology diversion to the CCP's military or surveillance state.

Despite Congress passing ECRA and empowering BIS to draft new
regulations to address unique features of China's economy, including
MCF, the bureau has not aggressively or proactively done so.*x
Rather, it is maintaining a reactive approach, generally responding only
after a crisis occurs.
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For instance, export controls on advanced semiconductors and
supercomputers were put in place only after discovering the use of U.S
technology in the development of the PRC's hypersonic weapons.>xi
Furthermore, Tianjin Phytium Information Technology, a Chinese
supercomputing firm found to have been involved in PRC weapons of
mass destruction (WMD) programs was put on the BIS entity list, which
restricts its access to U.S. technology, only after the Washington Post
published an expose about the export control failure. Since enactment
of ECRA, the BIS-administered export control system failed to stop the
transfer of U.S. semiconductor technology used in the development of
the PRC's hypersonics weapons program.>>i BIS has also failed to stop
a PRC state-owned institute from importing Intel and Nvidia chips from
the United States for use in China's top nuclear-weapons lab. i It
twice failed to prevent the use of Thermo Fisher Scientific DNA
equipment from being used in Xinjiang. v xxv

In addition to reported failures, BIS has not implemented key portions
of ECRA, including identifying emerging and foundational technology
and reviewing license requirements through the lens of MCF.>xvi A
statutory requirement in ECRA Section 1759 to review controlled items
based on MCF apparently achieved nothing, because no new controls
have been issued. A statutory requirement in ECRA 1758 to identify
emerging and foundational technology has resulted in zero foundational
technology controls.

Some former officials credit these failures more to culture and mindset
than lack of authority or resources. Former Deputy National Security
Advisor Matt Pottinger said BIS, “"has struggled to reconcile its mission
to protect U.S. national security with the Commerce Department’s
objective of promoting U.S. exports. The dilemma is most acute when it
comes to China."xvii
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Former Acting Under Secretary Nikakhtar believes BIS "view(s) itself
more as an export promotion agency rather than a national security
regulatory body."Vii Numerous current and former officers told HFAC
majority staff that BIS struggles to achieve its national security mission
because it sits within the Department of Commerce, which is designed
to increase exports.

The observed failures over several years prompted Chairman McCaul
to examine BIS more thoroughly and identify areas for further actions,
including enhanced oversight and legislation. Following this intensive
review, Chairman McCaul has concluded that the export control regime
must evolve on two simultaneous tracks.

First, BIS' current organizational structure and policies no longer work.
The bureau needs major reforming to ensure the national security
mission is not undermined by countervailing goals—such as export
promotion.

Second, the export control regime needs immediate modernizations to
limit, and ideally stop, the hemorrhaging of sensitive U.S. technology to
China. The main, immediate efforts include:

« Enhancing Equity on the Operating Committee

« Modernizing Licensing Policy for China

« Updating Entity List and End-use Check Requirements
 Reinvigorating Plurilateral Export Controls

« Strengthening End-Use Checks and Enforcement

« Issuing New Controls on Fundamental Research

« Improving Congress' Ability to Do Oversight

13




ENHANCED EQUITY ON THE OPERATING
COMMITTEE

Operating Committee Structure and Process

The Bureau of Industry and Security's Office of Export Administration
reviews license applications subject to the Export Administration
Regulation (EAR)—the regulatory authority that implements the
requirements in ECRA. The Departments of Defense, Energy, and State
have the authority to review and offer recommendations on any license
application submitted under the EAR.*>*x Before BIS approves or
denies a license, it can conduct a check to establish the identity and
reliability of the recipient of licensed items.¥ In instances where the
reviewing agencies are not in agreement on whether to approve or
deny a license, the license is escalated to the Operating Committee. '

The Operating Committee is chaired by a career employee of BIS—who
is meant to be an impartial decision-maker—and it consists of
representatives from the Departments of Defense, State, Energy, and
Commerce.”ii (The individuals staffing the Operating Committee are
career civil servants.) The members can offer advisory opinions to the
Chair (BIS) about an application, but the Chair makes the final decision
—except for cases involving jet engine hot section technology and
commercial communications satellites which can be decided by majority
vote Xl [f any agency disagrees with the Chair's decision, the agency
may appeal the decision by requiring the Advisory Committee on Export
Policy (ACEP) to vote on the license determination within five days of
the Operating Committee Chair's written decision, or the decision is
final Xlv
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BIS's Assistant Secretary of Export Administration chairs the ACEP.
The ACEP is comprised of assistant secretary-level officials from the
same four departments as represented in the Operating Committee,
plus the intelligence community. Unlike the Operating Committee, all
outcomes at the ACEP are based on majority vote (i.e. one vote per
member). XV If any agency disagrees with the ACEP's decision, the
agency may escalate the decision to the Export Advisory Review Board
(EARB).xWVi

The Secretary of Commerce chairs the EARB. The EARB is comprised of
cabinet-level officials from the same four departments. All outcomes
are based on majority vote.XVii If any agency disagrees with the EARB's
decision, the agency may escalate the decision to the President.

The current Operating Committee process imposes strict timelines for
elevation of licenses to the ACEP and the EARB—described more
below.XVii Those timelines were developed at a time, however, when
license applications were not as complicated as they are today.x* The
intra-governmental documentation needed for escalation of an
application to the ACEP, the EARB, or even the President, is extensive.'
Without adequate time to conduct a detailed analysis of the questions
related to a complicated license application, Operating Committee
member agencies may be unable to raise concerns to the ACEP, the
EARB, or the President because analyses may not be completed within
the prescribed timelines.! Practically, because these time limitations
inhibit the significant analytical work required to overcome the Chair's
decision, it negates any perceived fairness in the escalation process,
minimizes the equities of the other national security agencies, and
resembles the timelines of a bygone era.'i
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In practice, few licenses are escalated to REVIEW BOARD
higher decision-making bodies. Of the A Five days
more than 41,000 license applications BIS A\ to

L A escalate
processed in fiscal year 2021, less than one
percent were escalated to the Operating ADVISORY

COMMITTEE ON

Committee.' Because the Operating EXPORT POLICY
Committee, unlike the ACEP and the

EARB, is not required to make decisions by k Flvetgays

majority vote in most cases, it can reach A escalate

non-consensus outcomes. OPERATING
COMMITTEE

Statistics provided by BIS of the Operating

Committee for fiscal years 2017-2019 show that

there has been a 60 percent increase in non-consensus decisions during
that time. More than 10 percent of the time, it appears the Operating
Committee Chair (BIS) took a position that only one Operating
Committee member supported. Because the Department of Commerce is
both the Chair and a member, the data raise concerns that Commerce
may be abusing its position as the final, only vote on the Operating
Committee to override the objections of other agencies.

FY 2017
o 336 licenses were escalated to the OC.

« 112 OC decisions were made without interagency consensus.
o 66 were approved and 46 were denied.

« 18 of these decisions did not reflect the interagency majority.

« 17 were escalated to the ACEP.
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FY 2018
« 326 licenses were escalated to the OC.

« 121 OC decisions were made without interagency consensus.
o 66 were approved, 48 were denied, and 6 were returned
without action.

« 19 of these decisions did not reflect the interagency majority.
o 26 were escalated to the ACEP.

FY 2019
« 380 licenses were escalated to the OC.

« 179 OC decisions were made without interagency consensus.
o 123 were approved, 47 were denied, and 9 were returned
without action.

« 23 of these decisions did not reflect interagency majority.
18 were escalated to the ACEP.

Steve Coonen, who spent nearly 14 years as an analyst for the Defense
Technology Security Administration at the Department of Defense,
recommends a majority vote process for all licenses before the
Operating Committee. He suggests a majority vote for a denial should
be the Operating Committee's final disposition, with no prospect for
elevating the decision to the ACEP.'V In the event of a two-to-two tie
vote, Mr. Coonen says the license should be denied.v
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As mentioned above, ECRA states that the Operating Committee can
take a majority vote for certain technologies. Although ECRA does not
explain the rationale for taking a majority vote for these two items, it
may be because these items were previously on the U.S. Munitions List,
overseen by the State Department, and therefore more critical to
national security. It is reasonable to conclude that other types of
technologies or exports to certain adversaries, which could adversely
affect national security, should also be decided by majority vote. Again,
it is important to stress, the Operating Committee is the only
adjudication body for licenses that does not use a majority vote system.

Problem: The Operating Committee is minimizing the equities of national
security agencies in adjudicating licenses.

Recommendation: The Operating Committee should use a majority

vote system for all licenses it reviews.
\. J

MODERNIZED LICENSING POLICY FOR
CHINA

Export Control Classification

In addition to controlling the license adjudication process, BIS is also
responsible for determining whether a license is required to export a
technology. This process is referred to as a commodity classification.vi
Although BIS is required to request input from certain interagency
officials on whether an item is controlled (i.e. whether it falls under a
specific Export Control Classification Number), Vi BIS officials routinely
ignore their recommendations, according to officials familiar with the
process. Vi
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There is also no dispute resolution mechanism for disagreements about
how BIS classifies an item.' Simply put, BIS is the only arbiter in
deciding what is and what is not controlled.

This matters because BIS can unilaterally decide that a technology
does not require a license because it is EAR99—which is a term for any
item not on the Commerce Control List—or falls under a license
exception or No License Required for a controlled item. "No License
Required” is a shipment designation that can be used for either EAR99
items or items on the Commerce Control List that do not require a
license for their destination, end use, or end-user. If BIS makes
unilateral technology classifications, other agencies that may have
concerns about a technology being transferred to a specific end-user
or end-use might never have an opportunity to provide input from their
subject matter experts.

Considering interviews with current and former licensing officials that
expressed frustration with both the commodity classification and the
license application review process (15 CFR § 750.3), HFAC majority
staff are concerned BIS is not giving full, or any, consideration to other
agencies.

[
Problem: It appears BIS is not following its own regulations, as

described in 15 CFR § 750.3.

Recommendation: Mandate BIS refer license applications to other
appropriate agencies, including Defense, Energy, and State, for items
that implicate their interests (e.g. Defense reviews items controlled for
national security and Energy reviews items controlled for nuclear non-
proliferation).

\_
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Rates of Approval

The Export Administration Regulation contains the Commerce Control
List (CCL). Items on the CCL can be controlled for a variety of reasons,
including national security, regional stability, nuclear nonproliferation,
missile technology, anti-terrorism, and crime control.i

All items on the CCL could have a military use, and generally require a
BIS license before being exported from the United States. Nonetheless,
many items on the CCL are exported under a license exception or a "No
License Required” designation. In 2020, nearly 98 percent of CCL items
exported to China went without a license.ii Even when a license is
required, data indicate that BIS almost never denies it. In 2020, BIS
denied 2 percent of licenses for U.S. software and technology exports
to the PRC and less than 1 percent of licenses to release U.S.-controlled
technology and know-how to PRC nationals.Xv In 2021, BIS approved
nearly 90 percent of applications for the export of CCL items to
China.»xv

Technologies that "make a significant contribution to the military
potential” of a country are controlled on the CCL for national security
reasons.” As of August 2021, U.S. government statistics on U.S.
exports to China revealed that the U.S. government was approving
more than 95 percent of national security-controlled technology
transfer requests.™ii Section 742.4 of the EAR provides a “general
policy of approval” for technologies being obtained by Chinese end-
users claiming civilian status, as lawful under Section 742.4(b)(7)(i) of
the EAR.™Viil As a result, the current policy on national security controls
has likely had minimal impact.ix
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In 2021, the value of U.S. licensed controlled exports to China was $1.5
billion, around 1 percent of total U.S. exports to China.”* Denying the value
of these exports entirely would hardly affect the overall U.S.-China trade
relationship or the United States' $23 trillion economy, but it would better
support U.S. national security and blunt CCP military ambitions.>

Nazak Nikhaktar and Steve Coonen both recommend that BIS adopt a
“policy of denial” or “presumption of denial” license review standard for all
licenses to export items controlled for national security reasons to China.

~
Problem: BIS is approving a large number of items on the Commerce
Control List for national security reasons to China.
Recommendation: BIS should impose a "policy of denial” for all exports
of national security-controlled items to China.

. J

EAR 99

Items not listed on the CCL are referred to as EAR99. Although BIS refers
to these items as “low-technology consumer goods,”"ii EAR99 items can
be high-tech and militarily useful. For example, prior to the recent
October 7, 2022 export controls on Al semiconductors, graphic processor
units—a type of semiconductor—BIS had no export controls for these
items to China.¥iii Also, weapons used in Russia’s invasion of Ukraine
contain a long list of EAR99 components.» v

In 2019, EAR99 was the second highest denied category for exports to
Chinag,™ and EAR99 was the most denied category for exports to PRC
companies on the Entity List from January 2, 2022 to March 31, 2022 xxvi
Furthermore, all emerging and foundational technologies that have not
been designated on the CCL are by definition EAR99.
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These examples highlight that the EAR99 category does, in fact,
include items that are sensitive and are certainly not uniformly low-
tech. Indeed, Lam Research, which makes some of the world’s most
sophisticated machines to manufacture semiconductors, told an

investor conference in 2020, "We don't need any licenses as we sit here

today to sell anything in China.">Vil Tt is clearly misleading for BIS to
refer to EAR99 as purely “low-level." Vi

The use of EAR99 technology to support the militaries of U.S.

adversaries makes the appearance of limited action tied to Section 1759

of ECRA so alarming. Considering the aims of MCF and General
Secretary Xi's goal to have a military capable of invading Taiwan by
2027, BIS must more aggressively identify and control items currently
classified as EAR99.

-
Problem: Sensitive, militarily useful items remain designated EAR99,

to China.

Recommendation: BIS must seriously review EAR99 technologies and

control or re-control items on the Commerce Control List.
\_

and therefore are not subject to any licensing requirement for transfers

\
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UPDATED ENTITY LIST REQUIREMENTS

End-Use and End-User Controls

In addition to technology controls through the CCL, BIS can use end-
use and end-user controls to deny technology transfers to a specific
company or individual. These controls include designation on the Entity
List, a list subject to specific license requirements for export, reexport,
and/or transfer of specific items.”* The legal requirement to be
designated on the Entity List is broad—i.e. entities acting or at
significant risk of acting contrary to the national security or foreign
policy interests of the United States.* Companies on the Entity List are
typically subject to a presumption of denial for items subject to the
EAR. In recent years, BIS has begun applying a presumption of denial
only for select items. For instance, Huawei's licensing policy is a
presumption of denial only for items capable of supporting 5G. And,
originally, SMIC was subject to a presumption of denial only for items
uniquely required to produce semiconductors at or below 10
nanometers.

4 )
Problem: BIS is using a licensing regime that allows companies on the

Entity List to access large swaths of technology either without a license
or under a presumption of approval.

Recommendation: BIS should apply a presumption of denial for all

items subject to the EAR for companies on the Entity List.
\_ J
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The Entity List

The End-User Review Committee (ERC) is an interagency body chaired
by the Department of Commerce and comprised of representatives
from the Departments of Commerce, Defense, State, and Energy that
reviews additions and removals of parties on the Entity List.">i A
majority vote is required to add an entity to the Entity List, and a
unanimous vote is required to remove or modify an entry.™ii Only the
Chair can bring an Entity Listing to a vote by the other agencies.
Entities on the Entity List are typically subject to a presumption of denial
licensing policy for all items subject to the EAR. Nevertheless, license
applications for companies on the Entity List do not appear to be
overwhelmingly denied—in fact it appears the opposite is happening:

« During a six-month period between November 2020 and April 2021,
BIS approved $60 billion worth of licenses for Huawei and $40
billion worth of licenses for SMIC.xxiii

« During a three-month period between January and March 2022,
BIS approved more than $23 billion worth of licenses and denied
only 8 percent of license applications for PRC companies on the
Entity List.hoxiv

Neither the Export Control Reform Actnor the Export Administration
Regulations define what a “presumption of denial” means. House
Foreign Affairs Committee majority staff have been informed about
discussions for granting licenses to companies on the Entity List. In one
instance, Commerce and Defense argued that, because an export of a
controlled technology to a company carrying out the Chinese
Communist Party's genocide in Xinjiang was not linked to the reason for
the company being placed on the Entity List, the export should be
allowed.
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State expressed concern about the license being approved and certain
information being transferred to the company on the Entity List,
regardless if it was connected to the reason the company was put on
the Entity List. Ultimately, the license was approved, despite the
"presumption of denial.”

4 )
Problem: Without a clear definition and criteria, each agency

possesses a subjective standard of determination by which Congress is
unable to hold the Commerce Department to account.

Recommendation: "Presumption of denial” should be defined to mean
a license, no matter the item, will be denied essentially in every
instance. BIS should state this clearly in its regulations, otherwise

Congress should write it into law.
\_ J

The Entity List is meant to be a flexible tool that can be used quickly.
The low threshold for designation means BIS takes on limited legal risk.
It has been referred to as the "I don't like your face” standard—
referring to the ease and minimal risk associated with an Entity Listing.

The Department of Commerce has prevailed twice in recent court cases
initiated by PRC companies regarding their Entity List designations. In
one example, the U.S. District Court for the District of Columbia
affirmed in Chanji Esquel Textile Co. LTD., et al v. Gina Raimondo that
“the ECRA precludes this Court from engaging in such an APA
[Administrative Procedures Act] review."**v Because Congress,
through ECRA, Vi exempted the Entity List from the Administrative
Procedures Act—which puts more burden on the government to show
that an action is not arbitrary or capricious—parties have struggled
significantly to challenge Entity List designations. HFAC majority staff
are unaware of any instance in which a PRC company prevailed over
the U.S. government in court with respect to an entity listing.
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Ineffective Use of the Entity List by BIS

The Entity List should be an effective tool to cut off a company from
U.S. technology, but is too often used in a piecemeal way. Unlike the
Department of the Treasury Office of Foreign Asset Control's 50
Percent Rule,>Vii BIS typically designates a specific affiliate of a
company instead of the entire corporate structure, including
subsidiaries and affiliates. In the case of SenseTime—a PRC company
selling Al surveillance equipment to oppress Uighurs—the company told
investors “the Entity List Addition has not had any material adverse
impact on our business."*Vii An attorney for SenseTime concluded that
only Beijing SenseTime, and no other parts of the organization, was
restricted from doing business with U.S. firms."*xix In a similar example,
following its designation on the Entity List, Inspur Group—a PRC server
manufacturer found to have been doing business with the PLA—
received assurances that some U.S. companies reportedly planned “to
continue shipping goods to Inspur’s subsidiaries barring any guidance
contrary from Commerce."x¢ Significant portions of Beijing Genomics
Institute, a national champion for the CCP’s global biotechnology
sector, remain unlisted despite the company being a risk for "diversion
to China's military programs.”*< Former BIS officials told HFAC majority
staff that identifying one subsidiary at a time, “ignores the reality that
the entire corporate system in the People's Republic of China (*PRC") is
encouraged—and often mandated—by the PRC government to
circumvent U.S. laws."xci

In addition to missing large parts of an entity’'s corporate network, BIS
is also not designating large swaths of the PRC military and surveillance
ecosystem. The Center for Security and Emerging Technology found
that of the 273 PLA Al equipment suppliers identified in its 2021 study,
just 8 percent are named in U.S. export control and sanctions
regimes.xcii
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Kharon, a Washington, D.C.-based research and data-analytics firm, said
it has identified tens of thousands of Chinese entities that may meet the
U.S. criteria for military end-user export restrictions.x<V Indeed, numerous
companies exist that have software to identify Chinese military companies
and their subsidiaries and affiliates instantly.

Following more restrictive export controls, Huawei—added to the Entity
List in May 2019*~—sold Honor, its 5G business, to the PRC
government.x Chairman McCaul and members of the China Task Force
called on Secretary Raimondo to designate Honor on the Entity List.x<Vi
Senators Rubio, Scott, and Cornyn also urged the Biden administration to
list Honor.x@iii The Congressional Research Service used Honor as an
example of "Chinese companies...restructuring themselves potentially to
circumvent U.S. export and investment restrictions.”*<* To date, Honor is
not on the Entity List. PRC companies on the Entity List are finding novel
ways to evade export restrictions. iFlytek and SenseTime, both on the
Entity List for supporting Beijing’s genocide in Xinjiang, are reportedly
using cloud providers and rental agreements with third parties, as well as
purchasing controlled semiconductors through subsidiary companies to
access high-end U.S. technology.c This means companies that should be
prohibited from using advanced semiconductors have found a loophole in
the rules to maintain their access to these chips—which have been used to
abuse human rights.

Yangtze Memory Technologies Corp (YMTC)—the PRC's top state-owned
memory chip maker—reveals the paralysis in the Entity Listing process. In
2021, Chairman McCaul wrote a letter to Secretary Raimondo urging her
to designate YMTC on the Entity List. Chairman McCaul pressed
Secretary Blinken about YMTC at a House Foreign Affairs Committee
hearing later that year; Secretary Blinken appeared unaware of the
company.
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In a subsequent House Foreign Affairs Committee hearing, Chairman
McCaul displayed visual proof (i.e. a YMTC chip in a Huawei phone) to
BIS Under Secretary Estevez that YMTC was violating export controls
on Huawei, which can be a basis for being designated on the Entity
List. In 2022, the Biden administration finally designated YMTC on the
Entity List. In total, it took nearly two years for BIS to take an action
that needed only the stroke of a pen.

-
Problem: The Entity List is not reflecting the scope of military end-users

or entities that threaten or have the potential to threaten U.S. national
security or foreign policy interests.

Recommendations: The entire corporate network of listed companies
should be incorporated in each Entity List designation; at the very least,
BIS should adopt OFAC's 50 percent rule when listing a company.

BIS must invest in existing, commercially available software and
databases that identify PRC companies and subsidiaries with links to
the CCP’s military.

The provision of cloud services should be a licensable activity and

prohibited to companies on the Entity List.
.

\

Military End-user Rule

The Trump administration revised two BIS end-use rules to address the
CCP’s Military-Civil Fusion strategy. The Military End-User (MEU) rule
establishes a licensing requirement for exporters who knowingly send a
specific sub-set of controlled items to military end-users in China.< No
license is required to export EAR99 or items on the CCL not specifically
identified in the rule to a MEU in China.
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The MEU rule for China is less restrictive than the MEU rule for Russia.
For Russia, the MEU rule prohibits transfers of all items subject to the
EAR (i.e. both EAR99 and CCL) to military end-users. The MEU rule for
China allows unlicensed transactions for EAR99 and sections of the
CCL not specifically referenced in the rule.

Moreover, BIS takes a narrow definition of a "military end-user.”
Section 744.21(g) of the Export Administration Regulation defines a
military end-user as:

"..[T]he national armed services (army, navy, marine, air force, or coast
guard), as well as the national guard and national police, government

intelligence or reconnaissance organizations (excluding those described
in § 744.22(f)(2)), or any person or entity whose actions or functions are

I n

intended to support 'military end-uses'...

This definition covers only a subset of companies that are carrying out
the CCP's MCF strategy. Congress, through Section 1260H of FY2021
National Defense Authorization Act, provided a more robust,
comprehensive definition for a Chinese military company.cii Specifically,
it includes a definition for "Military-civil fusion contributor” to cover
notionally private companies that are supporting the military.<v The
narrow definition in Section 744.21 may account for the low number (71)

of PRC entities on the MEU list, considering the expansive nature of
MCF.

4 . . . .
Problem: The executive branch is not using a standard definition of a
Chinese military company.

Recommendation: BIS should adopt concepts in the 1260H definition
for its definition of MEU, and Congress should be prepared to legislate
\this definition if BIS is unwilling to do it.
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REINVIGORATED PLURILATERAL CONTROLS

The Wassenaar Arrangement is the current multilateral regime
coordinating international dual-use export controls. Established at the
end of the Cold War, Wassenaar has existed for nearly 30 years.
Unfortunately, Wassenaar has been unable to constrain the rise of the
CCP’s military and surveillance state. Indeed, China's use of
surveillance technology to carry out a genocide and its hypersonic
test® gives greater urgency to reexamining the efficacy of the existing
system and considering new approaches around specific emerging and
foundational technologies.

The Wassenaar Arrangement is a multilateral body consisting of 42
countries, including Russia, that controls dual-use technologies and
munitions. The Wassenaar List of controlled technologies is the
foundation for the U.S. Commerce Control List as well as the control lists
for allied and partner countries. Because Wassenaar is a consensus-
based body, one dissenting member can veto a proposal to control a
technology. At the December 2022 Plenary Session of the Wassenaar
Arrangement "little more than a few grammatical changes” were made
and former Assistant Secretary of BIS under the Obama administration,
Kevin Wolf, guessed that “"the Russian delegation vetoed all material
changes."<i Wassenaar is exposing the shortcomings in large,
multilateral bodies that require consensus to control new technologies.

Wassenaar also suffers from national licensing discretion for controlled
items. Although member countries may agree to control all the items on
the Wassenaar List, each member country can set its own licensing
policy for that item.
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For example, BIS may deny a license to an American exporter to
transfer controlled technology to China, but another member country
may approve a license from one of its exporters to transfer the same or
similar technology to China. This framework creates meaningful gaps
that could harm U.S. national security interests and that of our dllies.

The Trump and Biden administrations have begun pursuing unilateral
controls alongside bilateral and plurilateral agreements. During the
Trump administration, Secretary Pompeo reportedly directly lobbied the
Dutch government to restrict sales of certain semiconductor
manufacturing equipment to China.Vi In January 2023, the United
States, the Netherlands, and Japan reached a deal to align export
controls on advanced semiconductor equipment to restrict the PRC's
development of high-end, advanced semiconductors.cx

The move toward binding bilateral or plurilateral agreements is rooted
in U.S. export control history. During the Cold War the United States
and a several allies created the Coordinating Committee for Multilateral
Export Controls (CoCom) to restrict technology exports to the USSR.
Unlike the Wassenaar Arrangement, which is geopolitically neutral,
CoCom targeted a shared adversary—Soviet Russia.< Each member
had the ability to stop another country from exporting a controlled
technology to the USSR.
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Problem: The multilateral regime for export controls is incapable of
achieving meaningful control on technology transfers to the PRC.

Recommendation: The United States must continue its push for
result in adopting the same legal and regulatory requirements within
their respective countries to control specific emerging or foundational

technology. In addition to semiconductors, the U.S. government must,

the near-term along with our dllies.
\

bilateral and plurilateral agreements. Ideally, these agreements should

at a minimum, pursue agreements on Al, quantum, and biotechnology in

J

STRENGTHENED END-USE CHECKS,
ENFORCEMENT, AND OVERSIGHT

BIS is the only export control agency in the world with their own
enforcement authority. The Office of Export Enforcement’s
responsibilities include investigating export and antiboycott violations,
interdicting illegal exports, conducting end-use checks, and initiating
criminal prosecutions or administrative enforcement actions.

BIS also has an array of partnerships and memorandums of
understanding (MOU) with other law enforcement and intelligence
agencies across the federal government. This includes the Disruptive
Technology Strike Force, a partnership between the Departments of
Commerce and Justice designed to enhance BIS enforcement and
prosecution capabilities.

Partnerships like the Disruptive Technology Strike Force provide BIS

export enforcement with additional tools and opportunities for criminal

prosecutions or administrative actions.
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For instance, if the Department of Justice is not able to bring a criminal
charge under its authorities, BIS export enforcement may be able to
pursue an administrative penalty using export control authorities. This can
be particularly effective for instances in which cyber-enabled theft of a
controlled technology may allow BIS to use its authorities for
administrative penalties.

Nonetheless, the Office of Export Enforcement struggles to get criminal
prosecutions due a statutory requirement to prove "willfulness.”">i This
high bar often results in BIS export enforcement personnel pursuing
administrative enforcement actions with lower penalties.

(
Problem: The "willfulness” standard for criminal prosecutions appears

nearly insurmountable to reach.

Recommendation: Congress should legislate a new standard for criminal
prosecutions to support enforcement actions that deter future evasion or

violations.
\_

\

Recent Actions and Investigations

BIS enforcement actions have at times been slow. Seagate Technology—a
mass data storage company—provides an instructive example. In
September 2020, Seagate said it continued to sell hard drives to Huawei
and did not believe it needed a BIS license, despite its competitor,
Western Digital, pausing all shipments to Huawei.=" In October 2021, the
Senate Committee on Commerce, Science, & Transportation issued a
report alleging that Seagate violated export controls prohibiting shipment
to Huawei.V Nearly a full year later, on August 29, 2022, Seagate
disclosed in SEC filings that it received a proposed charging letter from
BIS dlleging violations of the Export Administration Regulations.v In April
2023, BIS at last imposed a $300 million administrative penalty against

Seagate. oV
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The penalty is to be paid in installments of $15 million per quarter over
five years. Considering Seagate illegally sold Huawei more than $1
billion worth of goods, a $300 million penalty is a fraction of the amount
of illegal sales. It is unclear if this action will change the industry's
behavior. Some observers told HFAC maijority staff that the low fine
may give an incentive to break rules, risk getting caught, and try to
negotiate a weaker monetary penalty. Other observers stated that the
complexity of new export control rules makes investigations and
prosecutions much more difficult.

In April 2022, Bloomberg reported that Synopsys Inc., the biggest U.S.
supplier of software used to design semiconductors, was under
investigation by BIS for violating export controls on shipments to SMIC
and Huawei.®Vii Specifically, that Synopsys had been providing chip
designs and software to the aforementioned PRC parties. To date, it
does not appear BIS has taken any action against Synopsys. Meanwhile
Huawei has reemerged as a serious contender in 5G and SMIC is
producing 7nm chips—advanced technology for semiconductors that
had been only capable of development by TSMC, Intel, and Samsung.
Despite this breakthrough by SMIC, which almost certainly required the
use of U.S. origin technology and should be an export control violation,
BIS has not acted.

End-Use Checks

BIS' export enforcement personnel are responsible for conducting site
visits, also known as end-use checks involving items subject to the
Export Administration Regulations, to verify compliance. BIS uses end-
use checks to confirm the legitimacy and reliability relating to an end-
use or end-user and to monitor an end-user’s compliance with the terms
of its license.
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End-use checks in China are conducted pursuant to a 2004 classified
agreement between the U.S. and PRC government. The bilateral end-
use check agreement permits only one full-time Export Control Officer
(ECO) to conduct pre-license checks (PLC) and post-shipment
verifications (PSV) inside China.=iii With other countries, U.S. export
control officers can conduct end-use checks with few restrictions for
up to five years after a technology is shipped.>x But, unique to the
PRC, U.S. officials have only 180 days after an item is shipped to submit
a request to conduct an end-use check.®Vii Additionally, even with this
agreement in place, the PRC would still need to accept a U.S.
government request to conduct an end-use check.®* In data obtained
by HFAC maijority staff, from the time the request is made to the date
an inspection is conducted can take more than 100 days. To prevent the
concealment of violations, it is essential that end-use checks are
conducted immediately—ideally within 24 hours—of a request.

Between 2016 and 2021, the United States government's two export
control officers in China conducted on average only 55 end-user
checks per year of the roughly 4,000 active licenses in the PRC.* Put
another way, BIS likely verified less than 1.5 percent of all licenses,
which represent less than one percent of all trade with the PRC. Steve
Coonen, a former DoD export control official said the agreement
“serves as an invitation for diversion rather than its intended purpose of
dissuasion.” Mr. Coonen argues that the agreement should be
renegotiated because "it affords the U.S. no effective means to confirm
actual end-use or end-users in China.">* Moreover, it is increasingly
challenging to conduct any due diligence in the PRC. In recent months,
PRC authorities have restricted or cut off overseas access to
databases involving corporate-registration information.oxiit Additionally
in March 2023, PRC authorities raided the U.S. corporate due diligence
firm Mintz Group without explanation, detaining five local staff and
closing its China operations. oV
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The crackdown has extended to forced labor, as PRC security forces
raided the U.S. labor rights nonprofit Verite Inc.* The Big Four
auditing giants—PricewaterhouseCoopers (PwC), Deloitte, KPMG
International Limited (KPMG), and Ernst & Young (EY)—have all shut
down their legal affiliations in the PRC following "intense regulatory
scrutiny.”"oVi PRC authorities have also urged State-Owned Enterprises
to drop the big four auditors. In fact, as a result of U.S. think tank
reports related to export controls, Beijing shut down access to many
open-source data bases.oxVill

Problem: The end-use check agreement severely limits BIS' ability to
conduct checks on its own terms and schedules.

Recommendation: The Department of Commerce must renegotiate its
end-use agreement with the PRC or impose greater restrictions on
exports to China considering the inability to conduct meaningful end-

use checks.
\

Transparency

Additional access to licensing decisions is needed to conduct oversight
of BIS. This data helps Congress understand where BIS is drawing the
line on national security and whether BIS is carrying out license
decisions on a level playing field. For example, there is ongoing
speculation that Qualcomm has been the only company that has
received a license to sell 4G chips to Huawei, giving it a de facto
monopoly.“*vix In fact, Qualcomm'’s CEO has said, "To date, we have
not been impacted by any restrictions.”">* Only through transparency
on discrete licensing decisions can Congress parse rumor from fact.
Moreover, with greater transparency on the specific items being
labeled as EAR99, Congress can better understand the types of
technologies that are in this category.
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Regrettably, BIS cooperation with HFAC, pursuant to its statutory
requirements in the Export Control Reform Act, has been
unsatisfactory. In November 2020, then-Ranking Member McCaul
requested information on all BIS licensing decisions for PRC companies
on the Entity List with reoccurring updates. More than six months later,
in May 2021, BIS provided then-Ranking Member McCaul with an
incomplete tranche of documents that included licensing data for only
SMIC and Huawei. It then took BIS more than 18 months, on January 31,
2023, to provide Chairman McCaul with a second tranche of data. All
data should have been provided by the May 2021 date; this lack of
transparency and efficiency is extremely troubling.

(Problem: Despite ECRA giving the Chair or Ranking Member of a
Committee of jurisdiction authority to receive licensing information, BIS
is either slow to provide or withholds information that is needed to
conduct basic oversight.

Recommendation: Congress should amend ECRA to require regular

reports on licensing decisions for companies on the Entity List.
\ /

New Policies on Fundamental Research

Fundamental research is critical to the U.S. innovation enterprise.
Current U.S. government policy regarding fundamental research is
based on National Security Directive (NSD) 189—developed in 1985 by
the Reagan administration.>x NSD 189 was developed in response to
“the acquisition of advanced technology from the United States by
Eastern Bloc nations for the purpose of enhancing their military
capabilities.">xxii A 1982 National Academy of Sciences study
concluded that fundamental research was a "minor contributor” to
technology transfer to the Soviet Union.
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As a result, NSD-189 set a policy that “the products of fundamental
research remain unrestricted.”"<>xii [t is safe to say that the directive
needs to be updated to reflect two generations of strategic shifts.

Each year the PRC steals upwards of $600 billion worth of American
intellectual property.xV Director Wray of the Federal Bureau of
Investigations stated recently that, "When we tally up what we see in
our investigations—over 2,000 of which are focused on the Chinese
government trying to steal our information or technology—there is just
no country that presents a broader threat to our ideas, our innovation,
and our economic security than China."<oxv

In May 2022, it was reported that the National Science Foundation
(NSF) was indirectly funding research involving a PRC entity on the
Entity List. A senior official at NSF said the U.S. awardee told NSF that
the grant was legal because "this is fundamental research and so the
Entity List doesn't apply here.">>Vi HFAC majority staff understands
that the PRC entity was involved in the PRC's genocide of ethnic
Uighurs. Former Acting Under Secretary Nikakhtar contends that the
possibility that research may be published in the future should not be a
sufficient reason for exempting that research from controls today.ooxVi
It appears the fundamental research exception is acting more like a
loophole for PRC access to U.S. innovation.

The fundamental research exception remains one of the more
inconsistently applied concepts across U.S. export laws.ooxvii
Universities, research institutes, government laboratories and others
routinely look to the fundamental research exception in the EAR (§
734.7) to eliminate export licensing requirements for cross-border
activities.ooxix
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At the time the concept was established, fundamental research focused
primarily on basic research.*<! Basic research revolves generally around
theories and principles common to the foundational study of phenomena
or other concepts that are key to the development of multiple
applications.<x'i

Today, however, the concept includes both basic and application specific
research and it is this expansion that has created gaps in the process
which allows for more expansive cross-border engagements over which
the U.S. government writ large lacks visibility. =il Without visibility into the
exchanges that occur, the U.S. government is unable to gauge where and
how limitations may be needed and thus predicates some of its regulatory
decisions on incomplete information.xliii

-
Problem: NSD-189 is designed to solve a technology transfer problem

from the 1980s and is ineffective with respect to current PRC state-
sponsored theft.

Recommendation: NSD-189 must be reformed by the Biden
administration to address China's acquisition of critical technology and
know-how through fundamental research and Congress must put

\odequote safeguards on fundamental research.

\

BIS Resources and Personnel

BIS needs targeted modernizations to better address technology
transfers to U.S. adversaries and efforts to evade U.S. law. These issues
include: the organization's severely outdated information technology
system and a severe lack of subject matter experts and linguists focused
on the PRC.«¥V The Center for Strategic and International Studies notes
“BIS analysts perform their work primarily using Google searches and

Microsoft Excel."<xlv
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In an interview with a former BIS official, HFAC majority staff were told
the bureau had one employee proficient in Mandarin during their tenure.
Additionally, as it relates to general technical expertise, at one point BIS
apparently only employed one member of staff who could maintain and
operate the Federal Register system, which is needed for any regulatory
update.

The Bureau of Industry and Security appears not to have prioritized hiring
people with the linguistic, technical, or geopolitical expertise needed to
carry out its mission. The Bureau of Industry and Security received a
substantial $22,100,000 within the Ukraine Supplemental Appropriations
Act of 2022 to employ temporary personnel to carry out the increased
workload due to the Russian invasion of Ukraine.Vi Additionally, within
the FY2024 Presidential Budget Request for BIS, the request for funding
and resources do not meet nor match the shortcomings BIS needs to
effectively carry out their mission.Vi BIS has had opportunities to use the
resources provided to them to increase the efficacy and efficiency of
their work with talented personnel and technological modernization. BIS
has also equally had the opportunity to advocate for additional resources
to assist in their vital mission. Deputy Assistant Secretary of Commerce for
Export Administration Matt Borman has stated, "We spend 100 percent of
our time on Russia sanctions, another 100 percent on China and the other
100 percent on everything else.">Vii However to date, we have not seen
improvement nor supplemental requests to improve the linguistic,
geopolitical, targeting, and technical expertise of the bureau to address
today'’s threat landscape.

To augment its budget, it was recommended to HFAC majority staff to
consider updating ECRA to allow for charging licensing fees to certain
designations (e.g. adversarial countries) or end-users (e.g. companies on
the Entity List). A modest fee paid for by the license applicant could go
toward supporting enforcement efforts.
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4 )
Problem: BIS argues it is under resourced to carry out its mission.

Recommendation: Amend ECRA to allow BIS to charge fees on

certain licenses to support enforcement efforts.
\_ J

Emerging_and Foundational Technology_

One of the major compromises during the negotiations for the Foreign
Investment Risk Review Modernization Act and Export Control Reform
Act (under P.L. 115-232) was the identification and control of emerging
and foundational technologies. At the time, Congress was considering
giving the Committee on Foreign Investment in the United States
(CFIUS) authority to review joint ventures in foreign countries.
Ultimately, CFIUS authority over joint ventures was removed in
exchange for placing a legal requirement in ECRA Section 1758 to
identify and control emerging and foundational technologies.x!vix

The rationale for controls on emerging and foundational technologies
was its clear link to U.S. national security and foreign policy interests.
Indeed, the National Counterintelligence and Security Center assesses
that emerging technologies may determine a country’s status as a
superpower.< A key example being AMD's transfer of state-of-the-art
x86 chips, a foundational technology, to Sugon—a PRC supercomputer
manufacturer that was subsequently placed on the Entity List in 2019—
gave the Chinese Communist Party’s military “...the keys to the
kingdom" in terms of semiconductor technology.<’ Foundational U.S.
satellite technology operated by AsiaSat helped the PRC government
put down protests in Tibet and Xinjiang.< Emerging technologies,
including artificial intelligence and facial recognition, are enabling
genocide in the PRC. it Emerging and foundational technologies are
inherent to national security, and should not require proving a direct

link to a military item.



The U.S.-China Economic and Security Commission wrote in 2021 that
BIS has failed to implement ECRA's requirements, including on
emerging and foundational technology.<V To date, BIS has identified
zero foundational controls. Of the controls on emerging technologies,
including for semiconductors and chemical precursors, nearly all of
them were controlled through the Wassenaar Arrangement. This
process typically takes several years to adopt a control on a
technology. By this point, the technology is no longer "emerging” but is
now “emerged” and understood. The intent behind ECRA section 1758
was to control items before the U.S. government understood it, and
release it, or remove controls, after the U.S. government could mitigate
national security concerns related to the technology. Considering the
Trump administration”v and the Biden administration<V both issued a
“Critical and Emerging Technologies List,” and BIS has issued
Advanced Notice for Proposed Rulemaking for Emerging and
Foundational technologies in 2018 and 2020 respectively, it is
concerning that BIS has been unable to carry out the policy of the
White House and the law.

Now, BIS has decided it will no longer label these technologies as
“emerging” or “foundational” and instead use the term "1758
technologies.” Congress used the "emerging” and “foundational” terms
to guide BIS in how to move items from an EAR99 designation to the
CCL. The "emerging” term meant brand new technologies never
previously designated on the CCL. Whereas the "foundational” term
meant items that had been previously moved from the CCL to EAR99
and may require being put back on the CCL.
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BIS's failure to identify emerging and foundational technologies means
EAR99 no doubt contains sensitive, militarily useful technologies. It
further signals that BIS is not approaching this statutory requirement
urgently, but rather with a business-as-usual attitude.

Emerging and foundational technology may reveal the inherent conflict
of interest with dual-use export controls being under the Department of
Commerce. In 2013 the PRC government issued opinions and guidelines
on so-called "secure and controllable” technology. At the time, the U.S.
business community raised significant concerns that these secure and
controllable policies would be used to push U.S. technology companies,
including for semiconductors, out of China. In 2014, the PRC
government created a $150 billion fund to build factories to
manufacture semiconductors. In 2015, the PRC government issued its
Made in China 2025 Plan, which set market share targets for strategic
sectors and technologies, including semiconductors, that are to be filled
by domestic production.<Vii The PRC government was clearly creating a
plan to use its market to dominate the semiconductor industry.<Viii [n
2016, then Commerce Secretary Penny Pritzker said China's
semiconductor policy is a "threat to the global semiconductor industry.”
It is deeply concerning that one year before Secretary Pritzker's
speech, BIS removed export controls to China on certain tools,
including lithography, used to fabricate semiconductors. ' <x Today, it
is estimated that the PRC government outlays to the semiconductor
industry reach $322 billion<™ and $1.4 trillion in its digital economy.<*ii As
China is telling the world it intends to take control of the semiconductor
industry, BIS is making it easier, when it should be making it harder, to
sell China the tools it needs to achieve its goal.
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'Is Informed’ Letters

BIS can use 'is informed' letters to notify an exporter that certain
activities (i.e. the export of a specific technology to a certain country or
the transfer of certain technology to a specific entity) may be subject
to a license. BIS can use these'is informed letters’ to immediately
require a license and potentially deny transfers, without needing to go
through a formal Entity Listing or technology control. In theory, these
letters could be used to stop the shipment of technology immediately.
However, in practice, HFAC majority staff have been told the letters
give the appearance of acting without certainty that transfers are in
fact being stopped.

There is concern that BIS is using these ‘is informed’ letters to prevent
other agencies from taking more consequential actions. During a recent
staff briefing, the Congressional Research Service observed that BIS
views the license requirement as the control. Put another way, even
though an'is informed letter’ requires a license, the license is likely
going to be approved.

HFAC majority staff have been told BIS has also used ‘is informed’
letters during CFIUS reviews to remove technology controls from
National Security Agreements. As a result, CFIUS mitigation
agreements leave enforcement of 'is informed letters' to BIS, which
sources allege does not share licensing decisions made pursuant to the
'is informed letter’ with members of CFIUS. This means CFIUS may aim
to block the acquisition of a technology by a PRC company, only for
BIS to give the technology to them through a license.
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Redefining Standards

In September 2022, BIS issued an interim final rule to authorize the
release of items subject to export controls without a license, including to
companies on the Entity List, so long as that release occurs in the
context of a "standards-related activity."<*ii Because almost any
exchange between two or more entities could be self-classified as a
“standards-related activity,” BIS created a dangerous loophole that
removes any U.S. government visibility into sensitive technology
transfers and undercuts Entity List enforcement.

The U.S. Chamber of Commerce's submission to the Trump
administration’s Section 301 Investigation states that the PRC uses
standards to transfer technology. The PRC's own legal and regulatory
regime for standardization "constitute technical barriers to trade and
put proprietary information at risk,” according to the U.S. Chamber of
Commerce.?” Consequently, the Biden administration’s rule on
standards related activity gives Beijing a path to sidestep export
controls, and gain access to sensitive technology.

( )
Problem: BIS has created a loophole that allows China access to
potentially sensitive technologies through standard-setting bodies.
Recommendation: BIS or Congress must update the definition for
standard-setting organizations to close this loophole.

\. J
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CONCLUSION

This review illuminates that if the United States wants to effectively
address Ching, then change must occur at BIS. BIS too often puts
economic and commercial considerations of single companies before
national security. It adopts a piecemeal approach to a comprehensive
problem. BIS needs new forward leaning policies that do not measure
success in increasing exports or promoting commerce.
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APPENDIX I — RECOMMENDATIONS

Problem: The Operating Committee is minimizing the equities of national
security agencies in adjudicating licenses.

Recommendation: The Operating Committee should use a majority
vote system, especially for exports to China.

Problem: It appears BIS is not following its own regulations, as
described in 15 CFR § 750.3.

Recommendation: Mandate BIS refer license applications to other
appropriate agencies, including Defense, Energy, and State, for items
that implicate their interests (e.g. Defense reviews items controlled for
national security and Energy reviews items controlled for nuclear non-
proliferation).

Problem: BIS appears to be approving a large number of items on the
Commerce Control List for national security reasons to China.

Recommendation: BIS should impose a policy of denial for all exports
of national security-controlled items to China.

Problem: Sensitive, militarily useful items remain designated EAR99,
and therefore are not subject to any licensing requirement for transfers
to China.

Recommendation: BIS must seriously review EAR99 technologies and
control or re-control items on the Commerce Control List.
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Problem: BIS is using a licensing regime that allows companies on the
Entity List to access large swaths of technology either without a license
or under a presumption of approval.

Recommendation: BIS should apply a "presumption of denial” for all
items subject to the EAR for companies on the Entity List.

Problem: Without a clear definition and criteria, each agency
possesses a subjective standard of determination by which Congress is
unable to hold the Commerce Department to account.

Recommendation: "Presumption of denial” should be defined to mean
a license, no matter the item, will be denied essentially every instance.
BIS should state this clearly in its regulations, otherwise Congress
should write it into law.

Problem: The Entity List is not reflecting the scope of military end-users
or entities that threaten or have the potential to threaten U.S. national
security or foreign policy interests.

Recommendations:
« The entire corporate network of listed companies should be
incorporated in each Entity List designation; at the very least, BIS

should adopt OFAC's 50 percent rule when listing a company.

« BIS must invest in existing, commercially available software that
identifies PRC companies with links to the CCP’s military.

« The provision of cloud services should be a licensable activity and
prohibited to companies on the Entity List.
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Problem: The executive branch is not using a standard definition of a
Chinese military company.

Recommendation: BIS should adopt concepts in the 1260H definition
for its definition of MEU.

Problem: The multilateral regime for export controls is incapable of
achieving meaningful control on technology transfers to the PRC.

Recommendation: The United States must continue its push for
bilateral and plurilateral agreements. Ideally, these agreements should
result in adopting the same legal and regulatory requirements within
their respective countries to control specific emerging or foundational
technology. In addition to semiconductors, the U.S. government must,
at a minimum, pursue agreements on Al, quantum, and biotechnology in
the near-term along with our dallies.

Problem: The "willfulness” standard for criminal prosecutions appears
nearly insurmountable to reach.

Recommendation: Congress should develop a new standard for
criminal prosecutions to support enforcement actions that deter future
evasion or violations.

Problem: The end-use check agreement severely limits BIS' ability to
conduct checks on its own terms and schedules.

Recommendation: The Department of Commerce must renegotiate its
end-use agreement with the PRC or impose greater restrictions on
exports to China considering the inability to conduct meaningful end-
use checks.
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Problem: Despite ECRA giving the Chair or Ranking Member of a
Committee of jurisdiction authority to receive licensing information, BIS
is either slow to provide or withholds information that is needed to
conduct basic oversight.

Recommendation: Congress should amend ECRA to require regular
reports on licensing decisions for companies on the Entity List.

Problem: NSD-189 is designed to solve a technology transfer problem
from the 1980s and is ineffective with respect to PRC state-sponsored
theft.

Recommendation: NSD-189 must be reformed by the Biden
administration to address China's acquisition of critical technology and
know-how through fundamental research and Congress must put
adequate safeguards on fundamental research.

Problem: BIS argues it is under resourced to carry out its mission.

Recommendation: Amend ECRA to allow BIS to charge fees on
certain licenses to better support enforcement efforts.

Problem: BIS has created a loophole that allows China access to
potentially sensitive technologies through standard-setting bodies.

Recommendation: BIS or Congress must update the definition for
standard-setting organizations to close this loophole.
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APPENDIX III — DEFINITIONS

FULLYTERM

CCP Chinese Communist Party
BIS The Bureau of Industry and Security
Al Artificial intelligence

PLA People’s Liberation Army

MCF Military-Civil Fusion Strategy

ECRA Export Control Reform Act of 2018
WMD Weapons of mass destruction

EAR Export Administration Regulation
ACEP Advisory Committee on Export Control Policy
EARB Export Advisory Review Board
EAR99 Any item not on the Commerce Control List

CCL Commerce Control List

ERC End-User Review Committee

APA Administrative Procedures Review
YMTC Yangtze Memory Technologies Corp
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ABBREVIATION

MEU Military End-User
CoCom Coordinating Committee for Multilateral Export Controls
MOU Memorandums of understanding
ECO Export Control Officer
PLC Pre-license checks
PSV Post-shipment verifications
PWC PricewaterhouseCoopers
KPMG KPMG International Limited
EY Ernst & Young
NSD National Security Directive
NSF National Science Foundation
CFIUS Committee on Foreign Investment in the United States
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