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PROMOTING GLOBAL INTERNET FREEDOM

THURSDAY, DECEMBER 8, 2011

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON AFRICA, GLOBAL HEALTH,
AND HUMAN RIGHTS
COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:45 p.m., in room
2172, Rayburn House Office Building, Hon. Christopher H. Smith
(chairman of the subcommittee) presiding.

Mr. SMmiTH. The subcommittee will come to order. I want to, first
of all, express my apologies to our witnesses and all interested par-
ties for the delay. We did have a series of votes that precluded gav-
eling this to order at the proper time of 2:00, so I ask for your for-
bearance.

Good afternoon and welcome to this hearing on global online
freedom. About 2 billion people in the world regularly communicate
or get information on the Internet. Well over half a billion people
do so in repressive countries. As Internet use has become vital and
even the standard means to disseminate beliefs, ideas, and opin-
ions, so we see a growing number of countries that censor or con-
duct surveillance on the Internet in conflict with internationally
recognized human rights, laws, and standards.

In 2006, I held the first major hearing ever on Internet freedom,
right here in this room in response to Yahoo! turning over the per-
sonally identifying information of its email account holder Shi Tao
to the Chinese Government, who tracked him down and sentenced
him to 10 years for sending abroad emails that revealed the details
of Chinese Government press controls. At that hearing Yahoo!,
Google, Microsoft, and Cisco testified on what we might ruefully
call their worst practices of cooperation with the Internet police of
totalitarian governments like China’s.

That same week, I introduced the first Global Online Freedom
Act as a means to help Internet users in repressive states. In 2008,
the Global Online Freedom Act was passed by three House commit-
tees.

In the last dozen years, the Internet, in many countries, has
been transformed from a freedom plaza to big brother’s best friend.
The technologies to track, monitor, block, filter, trace, remove, at-
tack, hack, and remotely take over Internet activity, content, and
users has exploded. Many of these technologies are made in the
United States. Many of them have important and legitimate law
enforcement applications, but sadly, many of them are also being
exported every day to some of the most unsavory governments in
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the world whose use of them is far from legitimate. Every day we
learn that more activists are being arrested for the use of newly
developed technologies—much of it American technology—in China,
Belarus, Egypt, Syria, and many other countries around the world.
The stakes are life and death for online democracy activists, and
they deserve our support and protection.

For example, Belarus is blocking social networking sites like
Twitter and Facebook and aggressively shutting down opposition
Internet sites. Kazakhstan, which already blocks a number of pop-
ular blogs and media sites, is also in the process of creating a “na-
tional Internet” where all domestic domain names will have to op-
erate on physical servers within its borders. Syria is using sophisti-
cated tools to limit the ability of the opposition to organize, and to
track down peaceful protestors.

China has created the Great Firewall and wants to create its
own sanitized version of the Internet that will essentially isolate
China from much of what is happening in the rest of the world,
and when protests break out, it simply shuts down the Internet, as
it did in Tibet and Xinjiang in recent years.

In Vietnam, Facebook has been blocked for 2 years, and under
a new executive decree, a number of bloggers and journalists who
write for independent online publications have been arrested.
Egypt continues to detain blogger Alaa Abd El-Fattah for his online
criticism of the Egyptian army, and today we have just learned
that in addition to its already extensive online censorship in Iran,
the U.S. virtual embassy in Iran has been blocked after only 1 day
of operation.

Today, I introduced a bill, along with Congressman Frank Wolf
and some other Members of the House, a bill that responds to the
growing use of the Internet as a tool of repression and to changes
in technologies of repression. The new Global Online Freedom Act
of 2011, H.R. 3605, fundamentally updates legislation I first intro-
duced in 2006 and which in 2008, as I mentioned before, advanced
through three House committees.

The new GOFA requires the State Department to beef up its re-
porting on Internet freedom in the annual Country Reports on
Human Rights Practices and to identify, by name, Internet-restrict-
ing countries. This country designation will be useful not only in
the diplomatic context, in helping to advance Internet freedom
through naming and shaming countries, but will also provide U.S.
technology companies with the information they need in deciding
how to engage in repressive foreign countries.

Second, the bill requires Internet companies listed on U.S. stock
exchanges to disclose to the Securities and Exchange Commission
how they conduct their human rights due diligence, including with
regard to the collection and sharing of personally identifiable infor-
mation with repressive countries and the steps they take to notify
users when they remove content or block access to content. This
provision of the bill will help democratic activists and human
rights defenders hold Internet companies accountable by creating a
new, heretofore unrealized, transparency standard for Internet
companies. This provision will also require foreign Internet service
companies that are listed here in the U.S. to report this informa-
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tion as well. This will include big Chinese companies such as
Baidu, Sohu, and Sina.

Finally, in response to many reports that we have all seen in the
papers recently of U.S. technology being used to track down or con-
duct surveillance of activists through the Internet or mobile de-
vices, this bill will prohibit the export of hardware or software that
can be used for potentially illicit activities such as surveillance,
tracking, and blocking to the governments of Internet-restricting
countries. Current export control laws do not take into account the
human rights impact of these exports, and therefore do not create
any incentive whatsoever for U.S. companies to evaluate their role
in assisting repressive regimes.

This section will not only help stop the sale of these items to re-
pressive governments, but will create an important foreign policy
stance to the United States that will help ensure that dissidents
abroad know that we are indeed on their side and that U.S. busi-
nesses are not profiting from this repression.

This export control law is long overdue and thoroughly consistent
with the approach Congress has taken, for example, in restricting
exports of certain crime control equipment to China. It makes no
sense for us to allow U.S. companies to sell technologies of repres-
sion to dictators and then turn around and have to spend millions
of dollars to develop and deploy circumvention tools and other tech-
nologies to help protect dissidents from the very technologies that
U.S. companies exported to their persecutors.

Today’s hearing is an important moment to take stock of where
we are and how we can move forward to promote and defend Inter-
net freedom around the world. What we do here in the United
States is critically important to achieving our goals. We must send
a strong message to companies; that they have a unique role to
play in preserving online freedom and send an even stronger mes-
sage to repressive governments that the Internet must not become
what it is today, so often a tool of repression.

I would like to yield to my good friend and colleague, Mr. Payne,
for any opening comments.

Mr. PAYNE. Thank you very much, Chairman Smith, for calling
this very important and timely hearing that looks at the promotion
of Internet freedom around the world. I would also like to thank
our distinguished witnesses for agreeing to testify here this after-
noon.

For over 2 billion people worldwide, the Internet serves as a
daily source of news, a way to communicate with family and
friends, and a place to conduct business. It has become a staple of
our day-to-day lives around the world. For some, the Internet
serves as a venue to express one’s religious or political views, a
right that we as Americans hold in the highest regard. It is in this
capacity that the Internet has served as a tool for both freedom
and repression.

Over the past year, we have witnessed what has been dubbed the
Arab Spring. In countries throughout the Arab world, via the Inter-
net and social networking, citizens have communicated, organized,
and raised awareness of their plight under repressive regimes, op-
pressive regimes. Sites such as Facebook and Twitter have played
a major role in these uprisings, offering the opportunity to spread
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ideas and organize events with a large number of participants. In
a March poll of Egyptian and Tunisian Facebook users, 85 percent
of the respondents in both countries said that the primary use of
Facebook was to raise awareness amongst countrymen, inform the
global community or organize movements. Given that in the first
quarter of 2011 the number of Facebook users in the Arab world
increased by 30 percent, it is obvious the dramatic impact Facebook
is having on these movements.

It should be noted that Facebook and other social media network
sites still have a low penetration rate in these regions. In Egypt,
for example, Facebook is used by a mere 5.5 percent of the popu-
lation. However, this still amounts to 6 million users. It may be the
case that Facebook users organized online and then grew protests
through other means. I am interested in hearing from our panelists
their thoughts on this issue.

Whether you view the Internet as a social networking site, as an
instigating factor or simply a tool, one thing is clear, the long-sus-
pected power of the Internet to bring about political change has
been confirmed, and that is very good. The world watched as Egyp-
tians took to the streets to demand a new government. In what has
been called the Facebook revolution, on February 11th, citizens
from all around the globe celebrated as President Hosni Mubarak
stepped down after 29 years of power. In Yemen, one activist who
worked to organize protests through social media explained that
the Internet served to break the fear and the silence and that on-
line he felt freer to express his opinion. Just a few weeks ago Yem-
en’s dictator of 33 years, Ali Abullah Saleh resigned.

In other countries, the outcomes were bleaker or the protest con-
tinues. The prevalence of uprisings have caused governments to
enact stricter policies against political dissent and further restrict
access to information in online networking tools. Former President
Clinton once said trying to control the Internet would be like trying
to nail Jell-O to the wall. Unfortunately, there are repressive re-
gimes around the world that are attempting to do just that, and
some with relative success.

I recently visited Bahrain where reports surfaced that the gov-
ernment deliberately blocked bloggers’ sites and is restricting its
citizens from accessing Internet, access to sites like Facebook,
Yahoo!, YouTube, and Google Earth, yet determined to share their
stories, protestors and bloggers still accessed the Internet.

In Syria, where there is limited freedom of the press, the Syrian
Government monitors Internet use very, very closely and has de-
tained civilians for expressing their opinions or reporting informa-
tion online. Yet activists are using an iPhone application to dis-
Zemigate news and information online about their protests against

ssad.

While the Internet and mobile technology have allowed the voices
of dissent to be heard even when governments attempt to block
them, there is no doubt that for authoritarian regimes, the Internet
has become the new platform for oppression.

In China, the government is aggressively censoring online con-
tent to its 450 million users. According to the State Department’s
2010 Human Rights Report, an estimated 70 Chinese civilians are
currently in prison for the political statements they wrote online.
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This is totally wrong. Through these activities, China has managed
to instill fear in users and providers, leading to self-censorship, yet
many brave bloggers are continuing to share their stories online.

In Zimbabwe, Mugabe’s aligned police forces arrested and
charged 46 people with treason for watching a video of Egypt and
Tunisia’s protests this past February. I am confident that everyone
in this room condemns the action of China, ZANU-PF and others
in their attempt to restrict the spread of information within their
borders. We all support the notion of freedom of speech and free-
dom of information. We strongly believe that it is wrong to pros-
ecute and incarcerate individuals for expressing their political
views. China and ZANU-PF undoubtedly defy many of our Nation’s
principles and deny basic human rights to its people in a number
of areas.

However, as the United States seeks to promote these democratic
values throughout the world, we must be sure that our initiatives
do not hurt those who they are intended to protect. So in dealing
with these issues, it is important that we maintain a level head
and respond rationally. Our conversation should be about asking
the question: How can we best serve the citizens of these countries?
Once our course is decided, and initiatives implented, we must con-
tinue to monitor and evaluate the impact of our policies to ensure
that they have the intended impact.

In February, just days after President Mubarak resigned, Sec-
retary Clinton confirmed the U.S. commitment to a free and open
Internet. By the end of this year, through the Net Freedom Task
Force, the U.S. will have contributed $70 million in projects to pro-
mote Internet freedom globally since 2008. This does not include
initiatives of the Broadcasting Board of Governors, who have con-
tributed $2 million a year over the past decade, toward granting
access to its Web site via proxy servers.

I hope to learn how the U.S. can improve on its endeavor to cre-
ate an open and free Internet, and I am also interested in hearing
how information is being restricted in African countries like Ethi-
opia and Zimbabwe. There have been reports that China was pro-
viding hardware and technical assistance to these governments in
Zimbabwe and Ethiopia with the goal of jamming political opposi-
tion radios and monitoring emails. I look forward to hearing from
our witnesses, and I thank you again for your willingness to testify.

Mr. SMITH. Thank you, Mr. Payne. I would ask unanimous con-
sent that all witnesses’ testimonies be accepted, and complete writ-
ten testimonies be included in the record, and any extraneous ma-
terial they would like to affix to their testimonies. Without objec-
tion, so ordered. I would also, without objection, would ask that the
full biographies of each of our distinguished witnesses be included
in the record, the very rich and varied backgrounds, great academic
accomplishments, but because I want to get right to the testimony,
I will give a very short introduction.

Beginning first with Dr. Daniel Calingaert who oversees Free-
dom House’s contributions to policy debate on democracy and
human rights issues and public outreach. He previously supervised
Freedom House’s civil society and media programs worldwide. Dr.
Calingaert contributes frequently to policy and media discussions
on democracy issues, including Internet freedom and authoritarian
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regimes. Prior to joining Freedom House, Dr. Calingaert was asso-
ciate director of American University’s Center for Democracy and
Election Management and associate director of the Commission of
Federal Election Reform.

We will then hear from Ms. Clothilde Le Coz, who is the Wash-
ington director for Reporters Without Borders, where she works to
promote press freedom and free speech around the world. Pre-
viously she was in charge of Reporters Without Borders Internet
Freedom Desk and focused on China, Iran, Egypt, and Thailand.
She also updated the organization’s handbook for bloggers and
cyber dissidents published in 2005. Her role is now to raise aware-
ness of the constant threats that journalists are subjected to in
many countries.

Then we welcome back to the committee a woman who has been
here many times, Ms. Elisa Massimino, who has been the president
since 2008 and chief executive officer of Human Rights First, one
of the Nation’s leading human rights advocacy organizations. Ms.
Massimino helped establish the organization’s Washington office in
1991 and served as the Washington director from 1997 to 2008.
She is a national authority on human rights law and policy, has
testified, as I indicated, dozens of times, and has published fre-
quently. In 2008, the Washington newspaper, The Hill, named Ms.
Massimino one of the top 20 public advocates in the entire country.

Then we will hear from Ms. Rebecca MacKinnon, who is again
welcomed back to the committee to speak so authoritatively on this
subject, is a senior fellow at the New America Foundation where
she focuses on U.S. policies related to Internet, human rights, and
global Internet freedom. She is cofounder of Global Voices Online,
a global citizen media network and a founding member of the Glob-
al Network Initiative, a multi-stakeholder initiative to advance
principles of freedom of expression and privacy in the information
and communications technology sector. She is a former journalist
for CNN in Beijing and Tokyo. Her first book, “Consent of the
Networked,” will be published next month.

So, Dr. Calingaert, if you could begin your testimony. Just let
me—Congresswoman Ann Marie Buerkle, a member of the sub-
committee, has arrived. Do you have a statement?

Ms. BUERKLE. Thank you, no, I will yield my time, but I thank
you for holding this very important hearing.

Mr. SMITH. Thank you, Ms. Buerkle.

STATEMENT OF DANIEL CALINGAERT, PH.D., VICE
PRESIDENT, FREEDOM HOUSE

Mr. CALINGAERT. Mr. Chairman, honorable members, thank you
very much for the opportunity to testify today. Authoritarian re-
gimes have imposed extensive restrictions on Internet freedom.
These restrictions are well documented in Freedom House’s report,
“Freedom on the Net,” and by others. I would ask that this Free-
dom in the Net report be entered into the record.

Mr. SmITH. Without objection, so ordered.

Mr. CALINGAERT. I would like to focus on the use of Western
technology to restrict the Internet and on the U.S. Government’s
response. Almost every regime affected by the Arab Spring has
used U.S. or European technology to suppress pro-democracy move-



7

ments. Over the past several months investigative reports by
Bloomberg News, The Wall Street Journal, and analysis by the
OpenNet Initiative have documented a number of cases. Boeing
subsidiary Narus sold monitoring technology to Telecom Egypt,
NetApp software was part of a surveillance system installed in
Syria, technology from Blue Coat Systems ended up in Syria. Blue
Coat sold technologies to Bahrain, Qatar, and the United Arab
Emirates. There were also important European cases, British com-
pany Gamma provided technology to Egypt’s Interior Ministry
under former President Mubarak to record Skype conversations. A
French firm, Bull, installed a sophisticated Internet monitoring
center in Libya while Colonel Ghadafi was in power, an Italian
company, Area, installed an Internet surveillance system in Syria.

The list goes on, and you can get the full list in my written testi-
mony. But these are just the reported cases of U.S. and European
technology that has ended up in the hands of Arab governments
that restrict the Internet. There probably are many more. When
these companies were asked by news reporters who their clients
are, they usually refused to answer.

Advanced technology for monitoring online data and communica-
tions attracts a great deal of interest overseas. A conference that
brought together buyers and sellers of this technology this year in
Dubai nicknamed the Wiretappers Ball had about 1,300 people in
attendance. The Middle Eastern governments that have acquired
Western technology for Internet censorship or surveillance have
abysmal human rights records. Of the countries I have listed be-
fore, all but one were rated not free by Freedom House for calendar
year 2010. Two of them were among the worst of the worst.

Western technologies are working directly at cross-purposes with
U.S. Government policy to promote Internet freedom. The U.S.
Government is supporting efforts to circumvent Internet censorship
at the same time as Western technology is making that censorship
more robust, and the U.S. Government is funding programs to
train human rights and pro-democracy activists in digital security
while U.S. and European companies are selling surveillance soft-
ware that puts those very same activists at greater risk.

I give credit to the administration for the good work it has done
on Internet freedom, but in dealing with the specific challenge of
U.S. technology exports, the administration, frankly, has dropped
the ball. The administration’s approach to this challenge can be
summed up in one line from Secretary Clinton’s speech in February
on Internet rights and wrongs. She said that businesses have to
choose whether and how to enter markets where Internet freedom
is limited. In essence, she is telling U.S. businesses to just do the
right thing, but U.S. businesses continue to sell surveillance and
cen}forship technologies to some of the worst abusers of human
rights.

Stronger action is needed. The Global Online Freedom Act is
very much needed to stop the complicity of U.S. companies in sup-
pressing Internet freedom. A key provision of GOFA is to prohibit
exports of surveillance and censorship technology to countries that
restrict the Internet. During recent protests in Cairo, angry Egyp-
tian demonstrators held up U.S.-made tear gas canisters as a sign
that the United States was still supporting their oppressors.
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Similarly, the use of U.S. technology by repressive regimes to
track down democracy advocates who are then imprisoned and tor-
tured is a blemish on America’s image and a blow to U.S. credi-
bility. GOFA would also promote transparency by requiring U.S.
technology companies to disclose how they block online content and
collect and share personal data. This requirement would make the
companies more accountable to their users and encourage U.S.
companies to push back on requests to collaborate with Internet
censorship and surveillance. The trade provisions of GOFA merit
strong support as well. They would push the U.S. Trade Represent-
ative to challenge Internet censorship more forcefully and stand up
for U.S. companies that are adversely affected. Trade negotiations
offer an effective way to promote the free flow of information.

The U.S. Government and European governments have launched
significant initiatives to protect online freedom, but these initia-
tives by themselves cannot keep pace with the growing Internet re-
strictions imposed by repressive regimes. Stronger actions are
needed to stem the decline in global Internet freedom and to enable
hundreds of millions of Internet users around the world to exercise
their fundamental rights online. Thank you.

Mr. SMITH. Dr. Calingaert, thank you very much for your testi-
mony and for your recommendations and for the insights and coun-
sel you have provided to us as we shape this legislation.

[The prepared statement of Mr. Calingaert follows:]
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“Promoting Global Internet Freedom”
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Mr. Chairman, Honorable Members, thank you for the opportunity to testify before your
subcommittee today. This hearing is taking place against the backdrop of a steady decline in
global internet freedom. Repressive regimes are exerting ever stronger control over the internet,
and they are being assisted by U.S. and European companies. They are using technologies made
in the United States and in Europe to censor internet content, such as independent news websites,
and to monitor the online activities of dissidents and human rights defenders.

The U.S. and European governments have pursued significant initiatives to protect online
freedom, but these initiatives are inadequate to stem, let alone reverse, the decline in freedom on
the internet. Stronger action is needed.

Restrictions on Internet Freedom

Well betore the Arab Spring, the power of the internet to expand space for free expression was
well known. That power was all the more evident during the popular uprisings across the Middle
East and North Africa. The internet accelerates the free flow of news and views and brings like-
minded citizens together to mobilize for change.

Authoritarian regimes are well aware of the internet’s power and began years ago to introduce
extensive controls over digital media. Some of them, including China, Iran, Saudi Arabia, and
Vietnam, have built pervasive, multilayered systems for online censorship and surveillance.
These systems consist of blocks on access to social media applications, technical filtering of
internet content, human censorship, outsourcing of censorship and surveillance to private
companies, clandestine use of paid pro-government commentators, intercepts of emails and other
online communications, arrests and prosecutions of cyber-dissidents, intimidation of bloggers
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and online journalists, and digital attacks on opposition and independent news websites. In the
past two years, as documented in Freedom House’s Freedom on the Net 2011 report and
elsewhere, these systems for control of the internet have grown more diverse and more
sophisticated.

Governments increasingly resort to “just-in-time” blocking of online content or social media
applications at critical moments, such as periods of unrest. Malawi’s government, for example,
blocked access to news websites, Facebook, and Twitter in July as part of its clampdown on
mass protests. Just-in-time blocking at times has affected a whole country’s intemet. Access to
the internet was cut off entirely in Egypt amidst the January 2011 mass protests calling on then
President Hosni Mubarak to step down and in Libya in March 2011 as its leader, Muammar
Qaddafi, tried to stem the anti-regime uprising.

Moreover, government control of internet infrastructure is increasingly being used to insulate
citizens from the global internet. Iran, for instance, is taking steps toward the creation of a
national internet to disconnect Tranian users from the rest of the world.

Intermediary liability is on the rise as a method of censorship. Governments increasingly hold
hosting companies and service providers liable for the online activities of internet users.
Intermediary liability is a central component of China’s robust censorship apparatus and is
spreading in other countries. In Vietnam and Venezuela some webmasters and bloggers have
disabled the comment feature on their sites to avoid potential liability. Governments also force
businesses to police internet use. Belarus, for example, introduced requirements for Internet
cafés to check the identity of users and keep a record of their web searches.

Online surveillance appears to have grown more extensive over the past two years. In Iran, for
example, the government used intercepted online communications, including activities on
Facebook and the Persian-language social media site Balatarin, to prosecute activists involved in
protests against the fraudulent 2009 presidential election. Many arrested activists reported that
interrogators confronted them with copies of their emails, demanded the passwords to their
Facebook accounts, and questioned them about individuals on their friends list. Online
surveillance has spread beyond dissidents. In China, Thailand, and elsewhere, ordinary citizens
who never considered themselves activists were detained or investigated because of tweets they
made, emails they sent to friends, or content they downloaded at an internet café. These citizens
just happened to circulate or download information that the government found objectionable.

Digital attacks against human rights and democracy activists have become widespread. The pro-
regime Syrian FElectronic Army defaced Syrian opposition websites and spammed popular
Facebook pages, including that of U.S. President Barack Obama, with pro-regime messages.
Sophisticated cyber attacks have also originated from China. These included denial-of-service
attacks on domestic and overseas human rights groups, email messages to foreign journalists
containing malicious software capable of monitoring the recipient’s computer, and a cyber-
espionage network, which extended to 103 countries, to spy on the Tibetan government-in-exile.

In Belarus, to stifle protests against the fraudulent December 2010 elections, denial-of-service
attacks slowed down connections to opposition websites or rendered them inaccessible. The
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country’s largest internet service provider, the state-owned Belpak, redirected users from
independent media sites to nearly identical clones that provided misleading information, such as
the incorrect location of a planned opposition rally. Digital attacks on websites or blogs that are
critical of the government have also taken place in several countries rated “partly free” on
internet freedom by Freedom House, including Kazakhstan, Malaysia, and Russia.

U.S. and European Technologies

Repressive regimes in the Middle East and elsewhere are acquiring U.S. and European
technologies to extend their control over the internet. Almost every regime affected by the Arab
Spring has used U.S. or European technology to suppress pro-democracy movements. Over the
past several months, investigative reports by Bloomberg News and the Wall Street Journal and
analysis by the Open Net Initiative have documented the following cases:

e Boeing subsidiary Narus sold technology for monitoring emails and other online
communications to the state-run Telecom Egypt.

e Email archiving software produced by Silicon Valley-based company NetApp Inc. was
part of a surveillance system installed in Syria under the direction of intelligence agents.
The company denies knowledge of the re-sale of its products to Syria.

e Technology of another Silicon Valley-based company, Blue Coat Systems Inc., to censor
the internet and record browsing histories, ended up in Syria, apparently without the
company’s knowledge.

e Blue Coat sold technology to Bahrain, Qatar, and the United Arab Emirates (UAE) to
block websites.

¢ Websense Inc. of San Diego, California sold technology to Yemen’s government-run
internet service provider, which filtered political and social online content.

e SmartFilter products of McAfee, which is owned by Intel, are used in Saudi Arabia,
UAE, Kuwait, Bahrain, and Oman to block access to websites that provide critical views
of Islam or tools for anonymous online activity. The Tunisian government of former
President Ben Ali used SmartFilter products as well.

e British company Gamma provided technology to Egypt’s Interior Ministry under former
President Mubarak to hack personal accounts on Skype and record voice conversations.

e TFrench technology firm Bull SA installed a sophisticated internet monitoring center in
Libya while Col. Gadhafi was in power. This center intercepted emails of human rights

and opposition activists.

¢ Ttalian company Area SpA installed an internet surveillance system in Syria.

v
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e Spyware was sold to Bahrain by German electronics giant Siemens and maintained by
another German company, Trovicor GmbH.

e Milan-based company HackingTeam has sold technology for bypassing Skype’s
encryption and intercepting audio streams to about two dozen policy or security agencies
in unnamed countries of the Middle East, North Africa, and Far East.

e (Canadian firm Netsweeper Inc. has provided the national internet service providers of
Qatar, UAE, and Yemen with filtering technology, which was used to censor political and
religious content.

These are just the reported cases of U.S. and European technology for internet censorship and
surveillance that has ended up in the hands of Arab governments that restrict the internet. There
probably are many more cases. In the news articles about this technology transfer, U.S.
companies are asked who their clients are, and they usually refuse to answer.

Sales of advanced technology for monitoring online data and communications are estimated to
amount to $5 billion a year, according to a December 1 story in the Washington Post. This
technology is sold at conference around the world, nicknamed the Wiretappers’ Ball, which
attract hundreds of vendors and thousands of potential buyers. The most popular conference this
year was in Dubai; it had about 1,300 people in attendance.

Online surveillance technology is commonly used by law enforcement in the United States and
other democratic countries and is critical for thwarting terrorists and criminals. It is generally a
benefit to society where due process applies. Independent media can expose any misuse of the
technology, and courts can ensure that online surveillance in conducted in accordance with the
law. However, in countries where there is little respect for the rule of law, online surveillance
technology is used to violate the rights of internet users and to facilitate human rights abuses, and
censorship technology strengthens restrictions on free expression.

The abysmal human rights records of the governments that have received Western censorship
and surveillance technology is cause for serious concern (all of the countries cited above were
rated “not free” by Freedom House for calendar year 2010, except for Kuwait, which was “partly
free”). These governments routinely restrict peaceful political speech. They harass and arrest
dissidents and allow the torture of prisoners. Censorship and surveillance technology facilitated
these human rights abuses. The report of the Bahrain Independent Commission of Inquiry, for
example, documented cases where intercepted emails where used in interrogations of citizens
who were mistreated or tortured.

Western technologies to restrict the internet are working directly at cross-purposes with U.S.
government policy to promote internet freedom. The U.S. government supports civil society’s
efforts to challenge internet restrictions in repressive environments, including to circumvent
internet censorship and to strengthen digital security of human rights and pro-democracy
activists. U.S. and European companies meanwhile are bolstering the censorship that U.S.-
supported activists are trying to circumvent and making these activists more vulnerable to the
online surveillance they are trying to evade.
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Current Support for Online Freedom

The Obama Administration has made internet freedom a priority in U.S. foreign policy and a key
component of its human rights agenda. It has presented a clear set of policy goals for promoting
freedom of expression online, undertaken diplomatic efforts to pursue these goals, and allocated
substantial resources to counteract restrictions on the internet. Furopean governments, led by
Sweden and the Netherlands, have developed similar policies to advance internet freedom. U.S.
and European policies generally pursue the following aims:

o Preserve open nature of internet: The U.S. and European governments have resisted
attempts to place Internet governance under the United Nations, specifically the
International Telecommunication Union, where authoritarian regimes may have greater
scope to control online space. They instead support the multi-stakeholder bodies that
currently govern the Internet, such as the Internet Corporation for Assigned Names and
Numbers (ICANN).

o Expand international recognition for key principles of free expression online: Forty-
one governments have agreed on the principle, as expressed by Swedish Foreign Minister
Carl Bildt, that “The same rights that people have offline—freedom of expression,
including the freedom to seek information, freedom of assembly and association,
amongst others—must also be protected online.” This principle was reaffirmed and
elaborated by United Nations Special Rapporteur for Freedom of Expression, Frank La
Rue, in his report on Internet freedom to the UN Human Rights Council in June 2011.

o Support digital activists: The Netherlands and Sweden have begun to fund programs to
support bloggers and cyber dissidents who come under threat. They have also pushed for
greater European Union funding for internet freedom programs. The U.S. State
Department has supported a range of initiatives to promote digital activism and spoken
out against the arrests of prominent bloggers, such as Bahraini “blogfather” Mahmood al-
Yousif.

o Fund anti-censorship technologies and digital security: The U.S. State Department has
spent $70 million since 2008 on a range of Internet freedom programs. These programs
have included support for technologies to circumvent online censorship, secure mobile
phone tools, efforts to reintroduce blocked content to users behind a firewall, and training
for activists in digital security. (Freedom House’s internet freedom programs are funded
in part by the U.S. State Department, Swedish International Development Agency, and
Dutch Foreign Ministry.)

However, U.S. and European policies on internet freedom have significant limitations. Little is
being done to stop the use of U.S. and European technologies to facilitate internet censorship and
surveillance. Secretary of State Hillary Clinton, in February 2011 speech on “Internet Rights and
Wrongs,” exhorted technology companies to act responsibly. She said that “Businesses have to
choose whether and how to enter markets where Internet freedom is limited.” She looked to the
Global Network Initiative (GNI), which brings together businesses and human rights groups, to

w
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“solve the challenges” that repressive regimes pose to U.S. technology companies. GNI has
promoted better human rights practices among some companies but has failed to stem the sales
of Western surveillance and censorship technologies to some of the worst abusers of human
rights.

The initiative of Senators Mark Kirk, Robert Casey, and Christopher Coons to press for
investigation of the sales of NetApp and Blue Coat technologies to Syria is welcome. Such an
investigation will serve to determine whether NetApp and Blue Coat violated U.S. sanctions on
Syria and encourage U.S. companies to take steps to prevent their technologies from ending up
in sanctioned countries. However, this initiative is insufficient to stem the sales of U.S.
censorship and surveillance technologies, because it is focused on Syria alone and applies only to
the handful of countries that are under U.S. sanctions.

Strengthening Internet Freedom

The growing internet restrictions imposed by repressive regimes are outpacing U.S. and
European efforts to protect the space for free expression online. To expand this space, the U.S.
government and our European allies need to build on current policies with additional initiatives.

Ixport Controls

The best place to start in bolstering U.S. policy is with the updated Global Online Freedom Act,
introduced this week in the U.S. House of Representatives as “GOFA 2.0.” This bill is timely
and necessary to curtail the collaboration of U.S. companies in the suppression of internet
freedom.

A critical provision of this bill is the prohibition on exports of surveillance and censorship
technologies to countries that restrict the internet. GOFA will move the United States beyond
the current contradictory policies of offering support to pro-democracy activists while at the
same time turning a blind eye to the sale of U.S. technologies that put those very activists at
greater risk.

In Cairo during recent protests, angry Egyptian demonstrators held up U.S.-made tear-gas
canisters as a sign that the United States was still supporting their oppressors. In much the same
way, the use of U.S. technology by repressive regimes to track down democracy advocates, who
are then imprisoned and tortured for espousing our common values, is a blemish on America’s
image and a blow to U.S. credibility.

Export controls may put a few U.S. businesses at a competitive disadvantage, but they are the
only effective way to stop the use of U.S. technology to violate human rights. They can be
carefully targeted to have a limited impact on U.S. commercial interests. Export controls should
apply only to specific technologies, such as spyware and content filters, that serve the primary
purpose of monitoring digital communications or blocking online content or to technologies that
are specifically configures for these purposes.
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GOFA 2.0 dovetails with efforts in Europe to curb similar technology sales. Dutch Foreign
Minister Uri Rosenthal has called for export controls on technologies that filter Internet content,
and the European Parliament voted in April to introduce controls on technologies for monitoring
Internet and mobile-phone use, though these measures still require the European Council’s
approval,

Tremsparency

U.S. technology companies often come under pressure from authoritarian regimes to facilitate
violations of human rights, for instance to filter online content or to provide access to private
user data or communications. Google, in its Transparency Report, discloses the number of
requests it receives from different governments to remove content or to hand over user data.
Other technology companies have yet to follow Google’s good example.

Thus, little is known about what U.S. technology companies do to maintain a free flow of
information when faced with pressure from authoritarian government censors or to protect user
data against foreign state security agents who are going after peaceful dissidents. These
companies are unlikely to stand up to the pressure unless they have to answer for their actions.

The Global Online Freedom Act would require U.S. technology companies to disclose how they
block online content and collect and share personal data. This requirement would make the
companies more accountable to their users for how they handle user privacy and thereby would
encourage U.S. companies to push back on requests to collaborate in internet censorship and
surveillance.

Trade Negotiations

Tn October, the U.S. Trade Representative (USTR) announced its request for information under
World Trade Organization rules for information about China’s internet restrictions. The request
aims to ascertain whether blocking of websites outside of China constitutes a trade barrier.

USTR previously had shied away from trade disputes over internet censorship. The October
announcement is a welcome first step, but more is needed. GOFA would encourage USTR to
become more proactive in using trade rules and negotiations to promote the free flow of
information online. It would require USTR to report to Congress on trade disputes related to
internet censorship by foreign governments and on USTR efforts to address those disputes.
Trade rules and regulations offer an effective way to promote the free flow of information online,
because the potential loss of trade that China and other countries might suffer as a result of a
trade dispute gives them a strong incentive to curb their internet censorship.

Beyond GOFA

In addition to current policy and to GOFA, the United States should more proactively challenge
restrictive internet laws and practices abroad. These laws and practices often go unchallenged.
U.S. officials were largely silent, for instance, when Saudi Arabia introduced a requirement in
early 2011 for online media sites, including blogs, to obtain a license to operate.
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The State Department, in collaboration with our European allies, should also develop an action
plan to implement the recommendations of UN Special Rapporteur Frank La Rue’s report on
internet freedom. This plan should aim to curb restrictions on internet content, criminal penalties
for legitimate online expression, intermediary liability, infringements on online privacy, and
cyber attacks.

Every aspect of U.S. policy on internet freedom is more effective when conducted in concert
with our democratic allies. Joint diplomatic initiatives would make greater progress in
promoting respect for international principles of free expression, defending bloggers and cyber
activists who come under threat, and challenging restrictive internet laws and practices.
Coordination on trade disputes would place greater pressure on authoritarian governments to
refrain from internet censorship, and export controls would have greater impact if they were
applied equally to companies in all democratic countries.

As we speak, the Dutch Foreign Ministry is convening a major conference in The Hague on
Freedom Online. This conference brings together multiple stakeholders—government ministers
and senior officials, leaders of technology companies, and civil society representatives—to
discuss many of the same issues we are raising here today. It is a valuable opportunity to
strengthen trans-Atlantic collaboration on internet freedom.

To advance internet freedom in the face of growing restrictions around the world, the U.S.
government needs to do more. It cannot rely entirely on advocating broad principles, criticizing
flagrant abuses, and funding programs. It has to take bolder actions, particularly to require
greater transparency by U.S. companies and to introduce export controls on U.S. technology to
repressive regimes to censor online content and monitor private digital communications. Such
actions are critical to reverse the global decline in internet freedom and to enable hundreds of
millions of internet users around the world to gain greater freedom to express their views openly
online.

Thank you for your attention.



17

Mr. SMITH. Next, Ms. Le Coz, if you could present your testi-
mony.

STATEMENT OF MS. CLOTHILDE LE COZ, WASHINGTON
DIRECTOR, REPORTERS WITHOUT BORDERS

Ms. LE Coz. Thank you, Mr. Chairman. I would like to thank the
subcommittee for organizing this very timely hearing as well as
you, Mr. Chairman, for your commitment to promote global Inter-
net freedom. For the past 4 years, I have been working on that
topic, and this is a great opportunity to reiterate how online free-
dom is bound to the fundamental right to freedom of expression,
but also to insist on the fact that human rights cannot be isolated
from the other political and economic issues at play, and we wel-
come the new GOFA in that sense.

The years 2010 and 2011 firmly established the role of social net-
works and the Internet as mobilization and news transmission
tools. The Arab Spring and the echoes it had in Asia and Latin
America made it clear that the Internet on computers and mobile
phones was a very powerful tool of expression and witness. But un-
fortunately, it also made it very clear that what could be said and
published could also be censored and attacked.

Since the beginning of 2011, online censorship and restrictions
are actually more important than before in some of the countries.
For example, China did add the keyword “Jasmine” to their black-
list, as they even did with the word “occupy.” Vietnam reinforced
the sanctions against bloggers and reporters’ activities, and the au-
thorities even threatened two netizens with possible imprisonment
after they urged Vietnamese to follow the example of pro-democ-
racy demonstrators in the Middle East.

But China and Vietnam are definitely not the only ones following
this trend, and what we witnessed today in Egypt, for example, can
be compared to the Mubarak era methods. Alaa Abd El-Fattah and
Maikel Nabil Sanad, certainly two of the most prominent bloggers,
have been arrested simply for expressing their views, and they are
still in jail, and in Syria, the Internet slows down every Friday
when the main weekly demonstration takes place.

Promoting global Internet freedom is first and foremost being
able to link this issue to trade because there is a criminal coopera-
tion between Western high tech companies and authoritarian re-
gimes. According to Reporters Without Borders, more than 120
netizens are behind bars simply because of what they wrote online,
and at least a dozen European and American companies have
helped their government to put them in jail.

According to files released by WikiLeaks in partnership with five
news media outlets last week, more than 160 companies are actu-
ally involved. The surveillance tools sold by these companies are
used all over the world by armed forces, intelligence agencies, and
democratic and repressive governments. Any computer or mobile
phone can be physically located.

The United States took the lead, the main lead, in promoting on-
line Internet freedom together by making clear that companies
have a responsibility and should have a responsibility when selling
their technologies abroad, and the United States should continue to
do so, but American actions abroad cannot be relevant if the
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United States are not applying domestically what they are pro-
moting internationally, and in the past year, however, one major
issue has been of concern for online freedom in the U.S. Recently
two bills were introduced that, if passed, would prevent the Amer-
ican citizens to benefit from this freedom. Aimed at fighting crimi-
nal behavior, which we obviously agree on, the Stop Online Piracy
Act and the Protect IP Act would have serious implications for
international civil and human rights.

Some provisions are actually instituting DNS filtering and mak-
ing it possible for Web services to take deliberate actions to prevent
the possibility of infringement from taking place on their sites.
That means that wrongly accused Web sites could therefore di-
rectly suffer from this action. And DNS filtering very much contrib-
utes to the Great Firewall that prevents Chinese citizens to access
free information. Therefore, in order to promote global Internet
freedom, our organization is asking today the U.S. Congress to re-
ject the Stop Online Piracy Act and the Protect IP Act, but mostly
to adopt effective measures to prevent the export of technology,
equipment, and software to countries where they are likely to be
used to violate freedom of expression and human rights, and this
is what we think the new GOFA will help, and also to encourage
companies, U.S. companies to ensure that the equipment supplied
to a permitted country is not subsequently transferred to one that
it is not.

Reporters Without Borders would also like the U.S. Congress to
encourage other countries, not only the U.S., but other countries to
do so because this is one of the ways it could really be effective.

And, lastly, is also asking not to keep human rights and online
freedom on the site when talking about trade. This is exactly what
we think GOFA will help to do, and last October, China’s restric-
tion on the Internet have led to the U.S. ambassador to the World
Trade Organization to complain about China’s firewall on the
grounds that it was violating WTO rules. Thank you.

Mr. SMITH. Ms. Le Coz, thank you so very, very much.

[The prepared statement of Ms. Le Coz follows:]
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Promoting Global Internet Freedom
Written Statement by

Clothilde Le Coz
Washington DC Director

I would like to thank the Subcommitte for organizing this very timely hearing as well as
Congressman Smith for his commitment to promote global Internet freedom. | have been
working on this topic for the past 4 years and today is a great opportunity to reiterate how
online freedom is bound to the fundamental right to freedom of expression.

Just this week, at least 15 websites critical of the Russian government were paralyzed before
and during the parliamentary elections by a series of Distributed Denial of Service (DDoS)
attacks, aimed as silencing them. As most of the traditional media, including TV stations, are
controlled by the Kremlin, real political debate takes place only online. But coordinated
cyber-attacks and arrests of journalists and bloggers were carried out in an apparent bid to
suppress even the online debate.

But by creating new spaces for exchanging ideas and information, the Internet is a force for
freedom. In countries where the traditional media are controlled by the government, the only
independent news and information are to be found on the Internet, which has become a
forum for discussion and a refuge for those who want to express their views freely.

However, more and more governments have realized this and are reacting by trying to
control the Internet. Never have so many countries been affected by some form of online
censorship, whether arrests or harassment of netizens, online surveillance, website blocking
or the adoption of repressive Internet laws. Netizens are being targeted by government
reprisals. Around 127 of them are currently detained for expressing their views freely online,
mainly in China, Iran and Vietnam.

The years 2010 and 2011 firmly established the role of social networks and the Internet as
mobilisation and news transmission tools. In 2010 alone, 250 million Internet users joined
Facebook and by the end of the year, the social network had 600 million members. In
September that year, 175 million people were Twitter users — 100 million more than in the
previous year.

The Western media had praised the Internet and its “liberator” role during the 2009 Iranian
revolution. According to The New York Times, the demonstrators “shot tweets” back at
bullets. However, Twitter was then used mainly by the diaspora. “The Net Delusion,” a theory
advanced by Evgeny Morozov, an Internet expert, casts doubt on the Internet’s role as a
democratisation tool. Although the Internet is certainly used by dissidents, it is also used by
the authorities to relay regime propaganda and enforce a police state.
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Repressive regimes have intensified censorship, propaganda and repression, keeping netizens
and journalists in jail. But repressive regimes are not the only ones trying to get a tighter hand
online. lssues such as national security - linked to the WikiLeaks publications - and
intellectual property - are also challenging democratic countries' support to online free
speech.

The Arab Spring - the web reached new heights at high costs

The terms “Twitter Revolution” and “Facebook Revolution” have become watchwords with
the events that rocked the Arab world in late 2010 and early 2011. The “online” movements
were coupled with “offline” demonstrations, hastening the fall of dictators. The Tunisian and
Egyptian uprisings turned out to be, first and foremost, human revolutions facilitated by the
Internet and social networks.

Facebook and Twitter served as sound boxes, amplifying the demonstrators’ frustrations and
demands. They also made it possible for the rest of the world to follow the events as they
unfolded, despite censorship. The role of cell phones also proved crucial. Citizen journalists
kept file-sharing websites supplied with photos and videos, and fed images to streaming
websites.

The Tunisian authorities had imposed a media blackout on what was going on in Sidi Bouzid.
Since the so-called “traditional” media had failed to cover the protest movements that were
rocking the country, at least at their beginning in December, their role as news sources and
vectors was taken over by social networks such as Facebook and Twitter, and news websites
like Nawaat.org. Facebook in particular acted as a platform on which Internet users posted
comments, photos and videos. The Bambuser streaming site also had its moment of glory.
Everyone was able to track the events as they happened. The online calls for demonstrations
spread to other countries: Egypt, Libya, Yemen, Bahrain, Oman, Syria, Irag, Morocco, and
even China and Vietnam, and elsewhere around the world.

China restricted even more online rules since the beginning of the growing movement. China
now has half a billion Internet users. Facebook and Twitter are censored but Sina Weibo, the
Chinese microblogging website, has more than 200 million users. The public’s enthusiasm for
the Internet and the government's fear of online protests has resulted in constant
improvements in online censorship. Weibo, for example, now employs 100 people around
the clock just to monitor the content being posted online, according to the magazine Forbes.
Several new keyword combinations are being blocked online. “Jasmine,” the adjective often
applied to the revolution that toppled Tunisia’s President Ben Ali, is also censored. The China
Digital Times website has a list of some of the terms that are censored on the Chinese
Internet. It is now also impossible to search for a combination of the word “occupy” and the
name of a Chinese city, for example, “Occupy Beijing”(54146R) or “Occupy Shanghai” (&

40L#B)...), because the authorities clearly fear the spread of the “Occupy Wall Street”

movement.

This is an unfortunate trend that Reporters Without Borders also witnesses in Vietnam. In
March 2011, two cyber-dissidents in their 60s were facing possible imprisonment for urging
Vietnamese to follow the example of pro-democracy demonstrators in the Middle East. In
January 2011, the government also ordered a new decree regulating journalists’ and
bloggers’ activities. This decree, which was added to one of the world’s most repressive
legislative arsenals, notably provides for fines of up to 40 million dong (2,000 U.S. dollars),
in a country where the average salary consists of about 126 U.S. dollars.
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In March 2011, Reporters Without Borders published a list of the «Internet enemies»
countries and the ones that are «under surveillance». Although Egypt seemed to be less
repressive online in the first months of the revolt, the methods used today recall the Mubarak
era. Numerous journalists and bloggers who tried to expose abuses by some members of the
armed forces and the military police during the pro-democracy uprising were prosecuted
before military tribunals. The most symbolic case is that of the blogger Maikel Nabil Sanad,
sentenced in April to three years’ imprisonment.. The conviction made him Egypt’s first
prisoner of conscience since the revolution. He was accused of insulting the armed forces,
publishing false information and disturbing the peace for having published a report on his
blog casting doubt on the army’s perceived neutrality during the demonstrations in January
and February. His appeal hearing was due to open on 4 October but kept being postponed.

We could state even harsher comments on Syria or Bahrain for example. The pro-democracy
movement reached Bahrain in mid-February 2011. The netizen Zakariya Rashid Hassan died
in detention on April 9 presumably after having been tortured. He was accused of
moderating an online discussion forum. Twenty-one human rights activists and opposition
members received long prison sentences from a military court on June 22, at the end of a
mass trial meant to serve as an example and give a strong message. Among them was the
blogger Abduljalil Al-Singace, head of the Al-Hag movement’s human rights office. On his
blog he had drawn attention to human rights abuses against Shi’ites and the lamentable state
of public freedoms in his country. He was sentenced to life imprisonment. Ali Abdulemam,
known as an Internet pioneer in his country, was sentenced in absentia to 15 years’
imprisonment. Between June and September 2011 2, the authorities blocked a certain
number of websites such as PalTalk, an audio and video chat group whose Bahrain Nation
chat room has been used by members of the opposition to communicate with each other, the
site Bahrain Mirror which criticizes the government, the website of the Bahrain Justice and
Development and Movement, founded in July this year, which highlights human rights
violations in Bahrain and advocates democratic reform, and Twitcam which allows real-time
streaming on Twitter.

In Syria, Internet service slows down on almost every Friday, when the main weekly
demonstration takes place. This often lasts for a considerable amount of time to prevent
videos shot during the rallies from being uploaded or transmitted. The cyber-army responsible
for monitoring cyber-dissidents on social networking sites, appears to have stepped up its
activities since the end of June. Its members flood sites and Web pages that support the
demonstrations with pro-Assad messages. Twitter accounts have been set up to interfere with
the hash tag #Syria by sending hundreds of tweets whose keywords are linked to sports
results or photos of the country.

It also seeks to discredit the popular uprising by posting appeals for violence on the pages of
government opponents, pretending that activists are behind them. As a means of monitoring
dissidents, the authorities obtain personal details using phishing technigues, such as setting
up false Facebook pages, or an invitation to follow a Twitter link to see a video. The
unsuspecting user then enters an email address and password. Transmissions of the privately
owned TV station Orient TV, which broadcasts from the United Arab Emirates, have been cut
several times on the Nilesat and Arabsat satellites.

Therefore, Reporters Without Borders believes the outcome of the Arab Spring for online
freedoms has to be balanced. Governments have shown their worse trends to control
information. However, when Arab and some Asian leaders attempted to minimize reports of
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violence and keep essential information from foreign journalists, local activists and
researchers were on the ground to uncover the truth. Susan Rice, US Ambassador to the
United Nations, acknowledged that, when gathering information on the Arab Spring, the
Obama administration was relying on reports from " observers" since  "journalists are
banned".

There is truly no longer any reason for the long-lasting gap between the new and the
traditional media. In the last few months, the new and traditional media have proven to be
increasingly complementary. According to BBC Global News Director Peter Horrocks, it is
imperative for journalists to learn how to use social networks: “It is not an option.” The new
media have become key tools for journalists. At the same time, by flooding social networks
with news and pictures, Arab revolutionaries were also seeking to ensure that the
international media covered news events in order to put pressure on their governments and
on the international community. News staff now use Twitter and Facebook to find ideas for
news stories, gather first-hand accounts and visuals, and to disseminate their own articles in
order to expand their readership. The shelf life of an article no longer ends with the printing
of a newspaper; it now has an extended life online.

WikilLeaks: Inevitable transparency and fear in democracies

This collaboration between the new and traditional media is exemplified by changes in
WikiLeaks” strategy. Initially focused on the massive release of unedited confidential
documents, the website gradually developed partnerships with several international media
leaders ranging from The New York Times to Le Monde, and The Guardian to Al-Jazeera. This
strategy allowed it to combine the new media’s assets (instantaneousness and a virtually
unlimited publishing capacity) with those of the traditional media (information checking and
contextualisation, thanks to journalists specialised in the issues covered). More than 120
journalists of diverse nationalities worked together to decipher the diplomatic cables released
by WikiLeaks, and to remove the names of civilians and local informants from said
documents in order not to put them at risk. The series of close to 400,000 confidential
documents belonging to the U.S. Army concerning the war in Irag which WikiLeaks released
helped to expose the magnitude of the crimes which coalition forces and their Iraqi allies had
committed against civilian populations since 2003. Reporters Without Borders denounced
the pressure that U.S. and Iragi authorities have placed on the website and asked these two
governments to demonstrate transparency and to reconsider their document classification
methods.

Strong pressures are also being placed on WikilLeaks” collaborators. Founder Julian Assange
has been repeatedly threatened. U.S. Army Private Bradley Manning, suspected of being one
of WikiLeaks’ sources, has been held in solitary confinement for several months and is facing
life imprisonment. After being subjected to cyberattacks and being dropped by several host
sites, WikiLeaks called upon its worldwide supporters on Dec. 5, 2010 to create mirror
websites. Since December 2010 a number of media and websites — including Le Monde, E!
Pais and Al-Quds Al-Arabi in Morocco as well as the Daily News in Zimbabwe— were
censored or sued for having relayed the cables. Access to the website is notably blocked in
China and in Thailand. The site is accessible in Pakistan, but some pages containing wires
about Pakistan are blocked. Even a hate campaign has been launched against journalists
trying to relay some of the cables in Panama last May.

Setting aside the controversy that this publication created and just focusing on the content of
these cables show that online media is seen as a growing threat by a growing number of
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governments; repressive or democratic. For example, the arrest of the Malaysian blogger Raja
Petra Kamarudin (RPK) in 2008 was both a way to pressure opposition leader Anwar Ibrahim
and a warning to the growing online media. Then interior minister Syed Hamid himself
publicly acknowledged that: “We have called and advised [RPK] many times following the
publishing of his statements but he has continued to write.” Deputy interior minister Wan
Farid said that bloggers could not expect to be able to post “anything” without consequences
and that RPK’s arrest was a warning to all netizens.

In this context, where online repression can be equal to online expression, it is imperative
that democracies stand up to promote online freedoms and make clear decisions and
statements. In a historic speech on January 2010, U.S. Secretary of State Hillary Clinton
referred to online freedom of expression as the cornerstone of American diplomacy — a
position that she reasserted in February 2011 in an address where she reminded her
audience: “On the spectrum of Internet freedom, we place ourselves on the side of
openness.” Nonetheless, the principles raised by Hillary Clinton conflict with the treatment
reserved for WikiLeaks. Several days prior to WikiLeaks” publication of the documents, the
Pentagon had asked the media “not to facilitate the leak” of classified documents concerning
the war in lrag, claiming that it would endanger national security. American officials made
some very harsh statements about the site’s founder. Judicial action may still be taken against
the website. According to Hillary Clinton, “the WikiLeaks incident began with an act of theft”
of government documents. However she stated that “WikiLeaks does not challenge our
commitment to Internet freedom.”

Promoting online freedom has to have relevant foundations and democracies seem to be the
best political system so far to promote it. But apart from national security and cybersecurity,
other problems are persuading democratic governments to relativise their commitment to a
free Internet. France and Australia are already on the list of «countries under suveillance» for
their attempts to control online contents for copyrights and pedophilia issues.

There is of course no excuse for people committing crimes and legal mechanisms have to be
implemented to find if they are criminals. But with the implementation in France of the three-
strikes legislation and of a law providing for the administrative filtering of the web and the
defense of a civilised Internet, the impact of recent legislation and government-issued
statements about the free flow of online information are raising serious concerns. In Australia,
the government has not abandoned its dangerous plan to filter online traffic, even though this
will be hard to get parliamentary approval. A harsh filtering system after a year of tests in
cooperation with Australian Internet service providers, telecommunications minister Stephen
Conroy said in December 2009 the government would seek parliamentary approval for
mandatory filtering of inappropriate websites. Blocking access to a website would be
authorised not by a court but by a government agency, the Australian Communications and
Media Authority (ACMA).

Reporters Without Borders believes that a court should take the decision to block a website
after an investigation and no government agency. The organization also believes that Internet
access is a fundamental right and that the recourse of suspending a connection is a violation
of the public’s freedom to access information.

More recently, in a letter sent on November 15 to the Chairmen of the US Congress
Committee on the Judiciary, 60 human rights groups from the international community —
Reporters Without Borders among them - urged Congress to reject the Stop Online Piracy Act
(SOPA), arguing that «the United States would lose its position as a global leader in
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supporting a free and open Internet for public good.» (https:/www.accessnow.org/policy-
activism/docs. The provisions in SOPA on DNS filtering in particular will have severe
consequences worldwide. In China, DNS filtering contributes to the Great Firewall that
prevents citizens from accessing websites or services that have been censored by the Chinese
government. By instituting this practice in the United States, SOPA sends an unequivocal
message to other nations that it is acceptable to censor speech on the global Internet. SOPA
would require that web services, in order to avoid complaints and lawsuits, take “deliberate
actions” to prevent the possibility of infringement from taking place on their site, pressuring
private companies to monitor the actions of innocent users. Wrongly accused websites
would suffer immediate losses as payment systems and ad networks would be required to
comply with a demand to block or cease doing business with the site pending receipt of a
legal counter-notice. This domestic bill would have sericus implications for international civil
and human rights, which raises concerns about how the United States is approaching global
internet governance.

Corporate social reponsibility

If even democratic governments have troubles to guarantee their online freedoms and
promote abroad what they don’t do domestically, one way of promoting online freedom is
corporate social responsibility. Last month, the heads of around 40 leading technology
companies in China agreed to implement government directives on online surveillance and
to combat pornography, fraud and the dissemination of rumors and false information online.
Industry and information technology minister Miao Wei told the Internet companies they
must increase their investment in “tracking surveillance.” Last October, China’s restrictions on
Internet use have led the US ambassador to the World Trade Organization to complain about
China’s “national firewall” and website blocking on the grounds that they violate WTO rules
by making it harder for companies outside China to offer “services to Chinese customers.”

Google has kept its promises and has stopped censuring its search engine’s results in China.
Google.cn users are now being redirected to their Hong Kong-based website. Despite the
boldness of this move and the cold reception it received from Chinese authorities, the
company managed to get its Chinese operating license renewed in the summer of 2010.

Microsoft and Yahoo! continue to practice self-censorship in China. However, Microsoft, after
realizing that the fight to prevent the pirating of its software in Russia was a pretext used by
the authorities to justify the seizure of computers belonging to the media and to NGOs, took
measures to supply the latter with pro bono licences. These three U.S. companies have
signed the Code of Conduct of the Global Network Initiative, a coalition of NGOs,
companies and investment funds seeking to promote good practices in countries which are
censoring the Net. For the first time in Egypt, companies such as Facebook, Twitter and
Google have set aside their reticence and openly sided with protecting online freedom of
expression. Facebook believes “no one should be denied access to the Internet.” Google and
Twitter set up a system to enable telephone tweeting in order to bypass net blocking in the
country. YouTube made its political news channel CitizenTube available to Egyptians who
want to circulate their videos. Users do not run much risk on the site and should benefit in
terms of image capabilities.

In the past year — particularly during the Arab Springtime — cell phone communications have
been the focus of harsher controls. In countries such as Libya and Egypt, telephone carriers
have been forced to occasionally suspend their services in some locations and to transmit
SMS to the population. In early February 2011, Vodafone, Mobinil and Etisalat, pressured by
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the army, sent their Egyptian customers an SMS informing them of a demonstration in support
of Hosni Mubarak being held that day. The headquarters of Western foreign companies
apparently protested ... after the fact.

There is a criminal cooperation between western hi-tech companies and authoritarian
documents shedding light on the scale of the 5-billion-dollar international market in mass
surveillance and interception. Around 1,100 internal documents involving 160 companies in
25 countries are being made available to the international public by WikiLeaks in partnership
with five news media — OWNI, The Washington Post, The Hindu, I’Espresso and ARD — and a
British NGO, the Bureau of Investigative Journalism.

The surveillance tools sold by these companies are used all over the world by armed forces,
intelligence agencies, democratic governments and repressive regimes. The leading exporters
of these technologies include the United States, France, Germany, Italy, United Kingdom and
Israel. Among the companies singled out are BlueCoat (United States), Elaman (Germany),
Gamma (United Kingdom), Amesys and Qosmos (France) and Aera SpA (Italy). An interactive
map shows the countries and companies involved.

The equipment and software on offer constitute a vast arsenal of surveillance resources. Any
computer or mobile phone can be physically located, remotely hacked, or infected with a
Trojan by means of telephone surveillance tools (SMS, calls and geolocation) Internet
surveillance and analysis tools (email and browsing), voice analysis and cyber-attacks.

These issues do not just concern companies in the new technologies and
telecommunications sectors. PayPal’s online payment service, based in the United States,
decided to suspend WikiLeaks” account, claiming that its terms of use prohibit using its
service “to encourage, promote, or facilitate any illegal activity.” Visa and MasterCard made
the same decision and suspended payments directed to the site until they have the results of
internal investigations.

Recommendations to the U.S Congress to promote online freedoms

1) Reject SOPA: the US government can only be relevant in promoting online freedom if
what it requires from its partners and/or enemies can be applicable on its own territory.
SOPA is clearly a huge step back in the leader and pionneer role the United States was
playing in promoting online freedom abroad.

2) Adopt effective measures to regulate this market and to prevent the export of
technology, equipment and software to countries where they are likely to be used to
violate freedom of expression and human rights.

3) Encourage American companies to establish monitoring mechanisms to ensure that
equipment supplied to a “permitted” country is not subsequently transferred to one that is
not. These regulations should also be adopted at the European Union level and by
international organizations such as the Organization for Economic Cooperation and
Development and the World Trade Organization.

4) Pass the Global Online Freedom Act that Rep. Chris Smith has been preparing and that
would ban the export of these technologies to countries such as Syria and Iran that restrict
online free expression and target dissidents.

5) Encourage other countries, especially members of the OECD, to adopt similar bills as the
Gofa, to be effective worldwide and follow up with the European Union on the
implementation of a European Gofa.

6) Don’t allow human rights on the side while talking about trade: repressive behavior
towards these rights are an obstacle to trade, as the U.S Ambassador to the WTO stated
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last October. Therefore, these two matters should be linked in every dialogue and
discussion.

7) Request the US government to refrain from investigating supporters of Wikileaks: last
August, Jacob Appelbaum, a Seattle-based volunteer hacker for Wikileaks was interrogated
at the U.S border about the website and his laptop was confiscated. The FBI is also going
after Birgitta Jonsdottir, a one-time Wikileaks supporter and current member of the
Icelandic parliament.
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Mr. SMITH. Ms. Massimino.

STATEMENT OF MS. ELISA MASSIMINO, PRESIDENT AND
CHIEF EXECUTIVE OFFICER, HUMAN RIGHTS FIRST

Ms. MASSIMINO. Thank you. Thank you, Mr. Chairman, and
thank you to the subcommittee for convening this important hear-
ing. I want to say a special thanks to you, Mr. Chairman, for your
leadership on this and so many other human rights issues. You
have really helped to elevate this issue of Internet freedom on the
U.S. foreign policy agenda, and we are very grateful to you for your
leadership.

Nearly 2 years ago when Secretary Clinton declared the freedom
to connect as a fifth freedom, she cited it as an essential avenue
for the exercise of fundamental human rights and said govern-
ments should not prevent people from connecting to the Internet,
to Web sites, or to each other, and while she noted that these tech-
nologies are value neutral, the United States has a strong interest
in ensuring a single Internet where all of humanity, she said, has
equal access to knowledge and ideas. The world’s information struc-
ture will become what we and others make of it, she said.

Well, today, we know that repressive states across the globe have
made the Internet a dangerous place for those seeking freedom and
more representative government. You, Mr. Chairman, framed the
challenge that we confront today very well when you said how will
all these dictatorships ever matriculate into democracy if the dis-
senters are all in prison, hunted down with high tech capabilities
sold or acquired through U.S.-listed companies? And that is what
we are here to talk about today, the role of companies.

You know, today in her speech, Secretary Clinton said that busi-
nesses have to ask themselves these questions, what should you do
in a country with a history of violations of Internet freedom? How
can you prevent post-purchase modifications when you sell to au-
thoritarian regimes? Companies have to ask these questions, she
said. Well, what we know now is that companies not only have to
ask these questions, but they have to give informed and correct an-
swers that reflect their own obligations to respect human rights,
and so we are grateful to be able to focus today on the role of com-
panies.

We have three primary points to make today, our observations.
One, that threats to Internet freedom are proliferating, which you
have already heard and know well, but that few companies have
policies to address those threats; two, that the United States has
an interest in ensuring that companies make the right decisions
when confronted with foreign governments’ demands to limit Inter-
net services or capture private user information; and, three, strong-
er U.S. Government pressure, including action from the Congress
is necessary to promote improved corporate policies to address the
threats to Internet freedom.

I am not going to go into detail about the proliferation of threats
to Internet freedom, you know them very well, and you have just
heard them from the previous two witnesses, so I will move right
ahead to what I would like to, what we are grappling with really
at Human Rights First in working with companies who are oper-
ating in this space. Many of them, particularly surveillance and
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dual-use technology providers, when you press them about their op-
erations and what happens when their products end up in repres-
sive countries, tend to offer a few excuses, and I think it is instruc-
tive to listen to those excuses because they provide a road map for
how corporate thinking and behavior needs to change in order for
companies to become partners in protecting free information and
digital privacy.

So excuse number one, they say we comply with all international
and national laws, what we are doing is not illegal. And at one
level this is correct, obviously, but it ignores the fact that busi-
nesses have an internationally recognized responsibility to take
concrete steps to protect human rights. The U.N. Guiding Prin-
ciples on Business and Human Rights, which the U.N. Human
Rights Council officially endorsed this year, calls for businesses to
perform due diligence, to understand and avoid negative human
rights impacts, that their activities or the activities of their busi-
ness partners will have, and this standard is now reflected in the
conflict minerals provisions of the Dodd-Frank Act in Section 1502
as well as in the OECD guidelines for multinational enterprises
and the International Standards Organization’s new ISO 26000,
guidance on social responsibility.

And the performance standards of the International Finance Cor-
poration. So these are not new things. There are standards out
there that businesses are or should be well aware of. So for sellers
of surveillance and dual-use technology or related hardware, a min-
imum level of due diligence would have revealed their role in the
incidents that you just heard about and the role that their products
could play in enabling surveillance and repression.

Excuse number two, they say, we sell to or partner with private
companies, not governments, so we can’t be held responsible for
misuse of our product through a third party. Now, the U.N. Guid-
ing Principles recognize that companies may be involved in human
rights violations through their business relationships with third
parties. An important way to protect against becoming a third-
party enabler to human rights violations is to ensure that all part-
ners in the business chain adopt policies that are consistent with
the responsibility of American companies to respect human rights,
so hardware companies should not sell products that could be used
to violate rights to a “private” company operating in a repressive
state if a reasonable amount of due diligence would show that the
buyer is willing to make its technology available to government
operatives. We have seen that happen time and again.

Excuse number three. They say many democracies, including the
United States, have laws requiring that hardware permit moni-
toring of communications or allowing surveillance of online activity
in order to facilitate law enforcement. The now multi-billion dollar
industry for surveillance technology was born 10 years ago out of
the U.S. Government’s desire for better high tech tools for com-
bating terrorism. Now we recognize that governments have an obli-
gation to provide for security and that there are legitimate law en-
forcement purposes to which this technology could be put, but com-
panies need to be sensitive to the differences in context between
largely democratic and repressive or authoritarian governments.
The U.S. Government certainly can step over the line sometimes,
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but we have a robust, though imperfect legal and political system
that can be used to curb abuses that repressive governments do not
have. That means that surveillance technology in the repressive
governments hence is more likely to be used in ways to violate
human rights regardless of the permissible use of that technology
for law enforcement purposes here in the United States. Companies
need to take this into account in their decision-making, and demo-
cratic governments like the United States need to support compa-
nies to make the right decisions through appropriate export proce-
dures and controls.

Excuse number four. The technology that we bring into undemo-
cratic countries is a force for good that over time outweighs the
human rights violations that the technology facilitates. We hear
this all the time. And of course, it is undeniable that increasing the
availability of technology for citizens of repressive regimes has in-
credible benefits for the free flow of information, for free expres-
sion, and the ability to organize and inspire others, as Mr. Payne
pointed out. However, such technology is, as we are talking about
today, a double-edged sword.

We recognize that the situations in these countries are complex
and that the best course of action for a business is not always
clear. But the first step is to ensure that American businesses do
not go into these complex situations blind. If businesses gather as
much information as possible regarding the society, the govern-
ment, and the legal structure of the country in which they intend
to operate and form a specific and comprehensive plan for dealing
with the objectionable demands that government might make, they
will be in a much better position not just to ask the right questions,
but to give the right answers and make the right business deci-
sions that will protect privacy and free expression.

Excuse number five. Repressive regimes are going to get this
technology no matter what. If it is not from us, then it will be from
a company that is based in a country with fewer restrictions. We
have heard this from some countries—from some companies, and
certainly in other sectors we have heard it. But in other sectors of
the economy, the U.S. has never based its trade relationships on
this race-to-the-bottom approach, and right now, Americans have
leverage since this technology was largely developed by U.S. com-
panies and European partners. The U.S. is in a strong position
working with European allies to establish new rules to guide these
transactions.

The Internet service providers also offer similar excuses, and we
have similar answers to them, and I want to say that the way, I
think the way forward from this, to close this gap between obliga-
tions and actual practice, there are two very important pieces
which I discuss in the written testimony, and I won’t go into them
in detail, but one is Global Network Initiative, which you have
heard about and you will hear more about, and I hope that we will
talk about in the question-and-answer period, but the other really
is GOFA, the legislative angle.

We are very concerned that there is a lack of pressure from the
government side to help companies understand what their obliga-
tions are and to not have them navigating these dangerous waters
alone. And so we applaud your efforts to push forward with this
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legislation, and we hope to work together with you. We have a
number of ideas that we talk about in the written statement to
strengthen the legislation. We know that threats to Internet free-
dom today come from many places, and they come in many forms.
The Obama administration has articulated quite admirably a clear
policy in support of Internet freedom and has made important early
progress in elaborating strategy and coordinating amongst U.S.
agencies and with our allies, and the GNI is also making important
progress in raising awareness of the issue among companies and in
promoting wider engagement, but we know from daily press reports
that the threat to Internet freedom requires a more concerted and
comprehensive response from governments and the private sector.
The Global Online Freedom Act addresses an important and con-
tinuing gap in existing efforts. As one of our human rights col-
leagues from Belarus said last year in a meeting with President
Obama, “For you it is simply information, but for us, a free Inter-
net is life.” Thank you.

Mr. SMITH. Ms. Massimino, thank you very much for your testi-
mony and your recommendations as well as providing those very
useful excuses that are trotted out so routinely and then giving a
very cogent response to each of them.

[The prepared statement of Ms. Massimino follows:]
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Introduction

Chairman Smith and Members of the Subcommittee, thank you for convening this
hearing to examine threats to global internet freedom. 1 appreciate the opportunity to be
here this afternoon to share Human Rights First’s perspective on this critical issue and to
discuss ways that we can work together with you to advance human rights protections.
Your leadership, Chairman Smith, has helped to elevate Internet freedom on the U.S.
human rights and foreign policy agenda. We look forward to continuing to work with you
to assist in these efforts.

Nearly two years ago, Secretary of State Hillary Clinton boldly declared “the freedom to
connect” as an essential avenue for the exercise of fundamental human rights, saying that
“governments should not prevent people from connecting to the Internet, to websites or to
each other.” She noted that, while technologies are value neutral, the United States has a
strong interest in ensuring “a single Internet where all of humanity has equal access to
knowledge and ideas.” “[T]he world’s information structure,” she said, “will become
what we and others make of'it.”

Unfortunately, repressive states across the globe have made the Internet a dangerous
place for those seeking freedom and more representative government. Chairman Smith
framed the challenge we confront today: “How will all these dictatorships ever
matriculate into democracy if the dissenters...are all in prison, hunted down with high-
tech capabilities sold or acquired through U.S -listed companies?" The answer lies in
Secretary Clinton’s challenge: “We need to synchronize our technological progress with
our principles.” As she explained, “this issue isn’t just about information freedom... it’s
about whether we live on a planet with one Internet, one global community, and a
common body of knowledge that benefits and unites us all, or a fragmented planet in
which access to information and opportunity is dependent on where you live and the
whims of censors.”

For the U.S. government, meeting this challenge means aligning American principles,
economic goals and strategic priorities. For companies, as the Secretary noted, “This
issue is about more than claiming the moral high ground. It really comes down to the
trust between firms and their customers.... People want to believe that what they put on
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the Internet is not going to be used against them.”

Today’s hearing examines the role of U.S. companies in managing user information in
countries that maintain repressive policies, and possible U.S. policy responses to promote
global internet freedom. Human Rights First offers three main observations:

1. Threats to internet freedom are proliferating, but few companies have policies to
address these threats.

2. The United States has an interest in ensuring that companies make the right decisions
when confronted with foreign government demands to limit internet services or capture

private user information.

3. Stronger U.S. government pressure, including congressional action, is necessary to
promote improved corporate policies to address threats to internet freedom.

I.  Threats to Internet Freedom are Proliferating

When this Subcommittee first began discussing legislation to address threats to internet
freedom, much of the attention was focused on China and its Great Firewall. American
companies including Cisco, Yahoo, Microsoft and Google have faced criticism for
cooperating with China in ways that further repressive internet policies. This year, Cisco
was sued in the United States for seeking contracts with the Chinese government. The
lawsuits allege Cisco knew that its services and products would be used by Chinese law
enforcement entities for censorship and surveillance. Just this past summer, there were
reports that Cisco and Hewlett Packard were bidding on a contract to install as many as
500,000 cameras in a single Chinese city. Cisco has denied the reports.

The threats to global internet freedom are not limited to the Chinese model. The Arab
Spring raises fresh challenges, including the role of U.S. hardware and equipment
companies in facilitating surveillance and repression, and the policies of
telecommunications companies facing government requests to shut down.

In the Middle East, where the United States is actively supporting pro-democracy
activists, we know firsthand that activists use the Internet at their peril. In Egypt, the
ruling military regime has expanded existing emergency laws to more tightly control all
forms of communication. Prominent bloggers have been arrested and face trial in military
courts. The surveillance blanket that former Egyptian President Hosni Mubarak used to
target dissidents remains in place. And we now know that Egypt was not alone in
surveilling its citizens. As Bloomberg Markets, the Wall Street Journal, and the
Washington Post have reported, American and European companies helped to create and
maintain surveillance webs throughout the Middle East. The capabilities include real-
time surveillance of millions of people and precision filtering of the Internet.

In Syria, where more than 4000 people have been killed since March, the Assad regime’s
surveillance system includes products from the California-based technology companies
NetApp and Blue Coat Systems. These companies have been quick to say that they have
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not violated any U.S. or international law, and they are right. Although the U.S.
covernment has unequivocally condemned the brutal tactics used by Syria, Iran, Egypt,
Libya, and others, and has passed strong sanctions barring the sale of certain products
into those countries, the technologies at issue here are not restricted.

NetApp, a California company that makes storage hardware and software to archive
emails, sold its product to an Italian company. NetApp apparently took no further steps to
determine how its equipment would be used, or who the end user would be, before
contracting with the Italian company. The Italian company installed that technology,
along with products from various other U.S. and European companies, in Syria. Syria’s
security forces used the technology to target and arrest activists and used the information
it obtained to target people for torture. The Syrian government similarly used technology
from Blue Coat Systems, another California-based company that makes web security
products capable of monitoring and blocking web traffic. Blue Coat claims to have sold
the technology to Dubai, believing they were destined for a department of the Iraqi
government. Executives claim to have no idea how the product made its way into Syria,
but the Commerce Department is now investigating Blue Coat’s role.

11. Ensuring that Companies Understand and Take into Account Human Rights
Risks., and Make the Right Decisions

Surveillance and Dual-Use Technology Providers

When pressed, companies that sell surveillance and dual-use technology that ends up
being used for persecution and repression tend to offer several excuses. These excuses
provide a roadmap for how corporate thinking and behavior needs to change in order for
companies to become partners in protecting freedom of information and digital privacy.

Excuse #1: “We comply with all international and national laws. What we are doing
isn’t illegal.”

At one level this is correct, but it ignores the fact that businesses have an internationally-
recognized responsibility to take concrete steps to protect human rights. The UN Guiding
Principles on Business and Human Rights, which the UN Human Rights Council
officially endorsed this year, calls for businesses to perform due diligence to understand
and avoid any negative human rights impact that their activities, or the activities of their
partners, will have. This standard is now reflected in the conflict minerals provisions of
the Dodd-Frank Act (Section 1502 requires companies using conflict minerals to report to
the SEC on whether such minerals originated in the Democratic Republic of Congo), as
well as in the OECD Guidelines for Multinational Enterprises (recommendations for
responsible business conduct from the 42 OECD adhering governments, accounting for
85% of foreign direct investment), the International Standards Organization’s new ISO
26000 guidance on social responsibility (which provides harmonized guidance for private
and public sector organizations based on international consensus and is aimed at
promoting implementation of best practices), and the performance standards of the
International Finance Corporation (requirements for borrowers, principally corporations
and States, to qualify for project funding.)

(9%)
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For sellers of surveillance and dual-use technology or related hardware, a minimal level
of due diligence would have revealed the role their products could play in enabling
surveillance and repression by authoritarian Middle Eastern governments.

Excuse #2: “We sell to or partner with private companies, not governments, so we
can’t be held responsible for misuse of our product through a third party.”

The UN Guiding Principles recognize that companies may be involved in human rights
violations through their business relationships with third parties. An important way to
protect against becoming a third party to human rights violations is to ensure that all
partners in the business chain adopt policies that are consistent with the responsibility of
American companies to respect human rights.

Hardware companies should not sell products that could be used to violate rights to a
“private” company operating in a repressive state if a reasonable amount of due diligence
would show that the buyer is willing to make its technology available to government
operatives. This was the case when Adaptive Mobile, an lrish company, sold monitoring
and filtering technology to Irancell, Iran’s second-largest private mobile service provider.
Reasonable due diligence would have revealed that Irancell makes its technology
available for use by Iran’s security forces, who have a long, well-documented history of
tracking political dissidents and violently silencing them. American companies could as
easily become complicit in an arrangement between a “private” company and a repressive
regime if they do not take the steps to educate themselves about the risks and demand that
business partners adopt human rights policies commensurate with American obligations.

Excuse #3: “Many democracies—including the United States—have laws requiring
that hardware permit monitoring of communications, or allowing surveillance of
online activity, in order to facilitate law enforcement.”

The now multi-billion dollar industry for surveillance technology was born ten years ago
out of the U.S. government’s desire for better high-tech tools for combating terrorism.
Human Rights First recognizes that governments have the obligation to provide for
security and there are legitimate law enforcement purposes to which this technology can
be put. But companies need to be sensitive to the differences in context between largely
democratic and repressive or authoritarian ones. The United States government can step
over the line but we have robust, though imperfect, legal and political systems that can be
used to curb abuses facilitated by such technology. Repressive regimes do not, and there
is no check on their authority. That means that surveillance technology in the hands of
repressive governments is much more likely to be used in ways that violate human rights,
regardless of the permissible use of that technology for law enforcement purposes.
Companies need to take this into account in their decision-making. And democratic
governments need to support companies to make the right decisions through appropriate
export procedures and controls.

Excuse #4: “The technology that we bring into undemocratic countries is a force for
good that, over time, outweighs the human rights violations that the technology
facilitates.”
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It is undeniable that increasing the availability of technology for citizens of repressive
regimes has incredible benefits for the free flow of information, freedom of expression,
and the ability to organize and inspire others. However, such technology is a double-
edged sword, equally capable of suppressing free expression and silencing dissenters.
Human Rights First recognizes that the situations in these countries are complex, and that
the best course of action for a business is not always clear. The first step, though, is to
ensure that American businesses do not go into these complex situations blind. 1f
businesses gather as much information as possible regarding the society, government, and
legal structure of the country in which they intend to operate, and form a specific,
comprehensive plan for dealing with the objectionable demands that a government might
make, they will be in a much better position to protect free expression and privacy to the
greatest possible extent.

Excuse #5: “Repressive regimes are going to get the technology no matter what — if
not from us, then from a company based in a country with fewer restrictions.”

Some companies have claimed that if hey don’t sell this technology, the Chinese will.
But in other sectors of the economy, the United States has never based its trade
relationships on “race to the bottom™ rules. And right now Americans have leverage,
since this technology was largely developed by U.S. companies and European partners.
The United States is in a strong position, working with European allies, to establish new
rules to guide these transactions.

Internet Service Providers

Internet service providers operating in repressive country environments face similar
human rights challenges in that they can be used — wittingly or not — to facilitate abuses.
Companies in this situation offer excuses similar to those offered by surveillance and
dual-use technology companies, and they are no less problematic.

Excuse #1: “We are required to follow the laws of the jurisdictions where we
operate.”

For internet service providers, where national laws may require censorship in conflict
with international human rights protections, companies have an obligation to honor the
spirit of international standards without violating national law. They can honor the spirit
of their responsibility to respect human rights by pushing back as much as legally
possible against the dictates of repressive regimes. Google’s decision to stop censorship
by providing a link to its uncensored Hong Kong site illustrates this principle, and
provides a useful example for other ISPs to follow. Companies can also: request that
government demands be narrowly framed and based on judicial process; challenge
demands that do not meet these criteria; be transparent with users about how they manage
their requests; and work collectively with other companies and their home government to
promote more open and rights-respecting policies.

Excuse #2: “We partner with host country service providers to obtain entry to new
markets and don’t have control over their policies.”

U.S. service providers, such as search engines and social networking sites, are
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increasingly seeking to expand into new markets. Often the easiest way to do this is to
partner with local providers. Facebook, which has been banned in China, is in talks with
China’s leading search engine Baidu to launch a new social network inside China. Baidu
is a censored platform. There are concerns that Facebook’s China service would comply
with China’s extensive censorship laws, which will only serve to reinforce the hold that
China’s Great Firewall has over its citizens. Consistent with the UN Guiding Principles,
Facebook should assess the risks of partnering with Baidu and develop policies to prevent
or minimize the impact of China’s censorship and surveillance laws and practices. This
could include pressing Baidu to adopt counterpart policies and establishing in country
capacity to assist users in novel and safe uses of the platform. Facebook is well aware of
the potential risks to human rights and needs to address these underlying issues early and
institute benchmarks to gauge progress. This could include ongoing risk monitoring and
review along with stakeholder engagement. Facebook also needs to explain to users, in
clear and accessible terms, what personal information is being gathered, under what
circumstances it is shared, and how such information can best be managed by users to
limit unintended disclosure. Within the limits of Chinese law, Facebook should also
strive to explain to users how it is handling specific government requests for information.
Potential investors in Facebook’s anticipated 1PO should be asking the company how it
intends to address these very real business and reputational risks.

In sum, when faced with situations where business operations carry serious risks of
facilitating human rights violations, we expect companies to do the following:

Conduct a risk assessment. Identify where company operations might affect freedom of
expression and privacy rights of users.

e Develop policies to address the risks, obtain approval by senior management, and
ensure the policies are understood and implemented company-wide.

o Know your partner, distributor, customer, and other business partners and ensure
that they have similar policies to identify and address risks.

* Obtain outside, independent evaluation of company performance, and publicly
report those results.

II1. Closing the Gap between Company Human Rights Obligations and Actual
Practices

Human Rights First’s work on internet freedom has found a substantial gap between the
human rights obligations of ICT companies and actual practices to minimize the human
rights risks. In the ICT sector, different companies have different business models and, as
a result, different concerns and approaches to human rights risks. However, each of them
has potential human rights impacts, and will put their businesses and reputations at risk if
they do not take affirmative steps to address those impacts in a credible and transparent
way. External pressure is vitally needed to help companies recognize this responsibility
and close the accountability gap.
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The Global Network Initiative

Five years ago, the issue of internet freedom was not on anyone’s agenda. Strong
Congressional leadership from this Subcommittee and others forced internet service
providers doing or considering doing business in repressive countries to sit up and take
notice. In response, Google, Microsoft and Yahoo joined with other interested
stakeholders — including Human Rights First — to create a voluntary multistakeholder
initiative to address these concerns. The Global Network Initiative recognizes that
companies face a human rights challenge and a choice. The GNI's members endorse a set
of Principles on freedom of expression and privacy grounded in international human
rights norms. The company members also commit to a set of implementation guidelines,
to translate principles into policies and practices, and to submit to independent external
assessments of their performance.

Human Rights First believes that voluntary multistakeholder initiatives can play a
valuable role in addressing the human rights impacts of global corporate operations.
Whether or not they succeed, however, depends on whether they can demonstrate a
positive impact on the human rights at issue. We joined GNI to press companies not just
to commit to core principles, but also to act responsibly. We ask companies to take a
more assertive stand, individually and collectively, to challenge intrusive practices by
governments that mute dissent and persecute individuals who speak out against
government policies and practices. We expect GNI to be in a position to show that
membership makes a meaningful difference in addressing threats to freedom of
expression and privacy online.

Mr. Chairman, we have a long way to go. To date, the GNI has sparked lots of discussion
among companies, but the initiative’s effectiveness in addressing concerns about freedom
of expression and privacy has not yet been established. For Human Rights First, GNI's
effectiveness will depend on the extent to which company assertions about what they
have done to implement GNI Principles to advance freedom of expression and privacy
can be verified through transparent reporting and independent monitoring and evaluation.
This assessment can help to identify both best practices and where companies are falling
short. It can also help us to better understand the limits of collective voluntary action, and
areas where the U.S. and like-minded governments need to reinforce — with legislation or
regulation if necessary — both the expectations of companies, including policies and
reporting, and of host governments to adopt rights respecting policies. In this regard,
there is an important role for Congress to play in continuing to highlight expectations of
companies and to press for adoption of responsible policies. The lack of focused pressure
has given ICT companies the time and space to stall on accountability.

The Global Online Freedom Act
In order to ensure that U.S. policies are aligned to advance more responsible government

and corporate behavior, the GOFA bill is an important milestone, and HRF supports the
overall objectives. We agree that the U.S. government can do a better job of identifying
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and reporting internet-restrictive policies, and that this should be done across all
countries. Such reporting will also permit better coordination of U.S. trade and
diplomatic efforts. We also agree that private companies should have transparent policies
to address government demands to censor content, surveil users, or to provide private
user information. And we strongly support efforts to identify and curb hardware
equipment sales to repressive regimes.

We understand that the bill is under discussion and look forward to working with you to
strengthen it and ensure prompt passage. At this preliminary stage, we offer a few general

observations on key provisions.

Greater Integration of U.S. Government Human Rights and Trade Policies

Section 103 requires that State Department annual country human rights reports include
assessments of restrictions on online speech and privacy. Section 104 requires that State,
based on these assessments, designate specific countries as “internet restricting countries”
where a pattern of substantial restrictions on internet freedom exists. We believe this
overall approach is useful, and will facilitate better coordination of U.S. policy initiatives.
Today’s announcement of a multigovernmental contact group to coordinate policy and
assistance is welcome news. The reporting provisions of GOFA should help enhance U.S.
effectiveness and leadership in seeking global consensus and more uniform and rights-
respecting approaches to internet freedom policies.

Section 105 requires the U.S. Trade Representative to report on trade related disputes
arising from “government censorship or disruption of the internet.” The provision also
states the Sense of Congress that the United States pursue complementary trade policies
that ensure the free flow of information. Human Rights First believes that human rights
and trade policy approaches to internet freedom are currently not well harmonized, and
agree that they should be integrated if they are to be effective in ensuring one global
internet, where all citizens have access to the same content. We recommend that this
provision be broadened to require USTR reporting on the full range of potential trade
restricting conduct by governments that affect this sector, including conditions on market
access or licensing, technical requirements aimed at enabling surveillance — and any
government sponsored or condoned hacking of sites, restrictions on advertising, and
selective enforcement of intellectual property rights. We would go further and require
that the annual National Trade Estimates reports include an analysis of country policies
with implications for the free flow of information online and the privacy of user data.

As the Subcommittee is aware, there is an ongoing and lively debate about proposals to
address the adequacy of current laws to protect the rights of content holders against
online piracy. The House bill, HR. 3261, the Stop Online Piracy Act, would end the
existing and limited protections for internet intermediaries against liability for piracy of
third party content. While we recognize the need to protect against piracy, this approach
raises the specter of censorship and disruption of the free flow of information on the
global internet because the language is overbroad, there is a complete lack of due process
built in, and the provisions too closely resemble the censorship approaches taken by
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repressive regimes, giving those regimes cover for their harmful policies. In so doing,
SOPA damages U.S. credibility on global internet freedom. Civil liberties and human
rights organizations—as well as a growing number of ICT companies--have urged that
antipiracy proposals focus on financial intermediaries rather than internet hosts. Rep.
Darrell Issa, in collaboration with Sen. Ron Wyden, is working on such an approach to
address these concerns.

Corporate Accountability for Online Freedom

Section 201 requires internet companies subject to SEC reporting requirements and
operating in internet restricting countries to disclose their (1) human rights due diligence
policies, (2)polices regarding the collection and disclosure of personally identifiable
information, and (3) for search engines and content hosts, steps to advise users of any
restrictions on online content. This provision is an important step forward in promoting
corporate transparency and accountability.

The concept of human rights due diligence is now widely understood to include four
central elements: a human rights risk assessment, a policy grounded in international
human rights norms, senior management level engagement and company-wide
implementation, and an independent external assessment and report to the public. These
four elements, part of the Guiding Principles, are the foundation of a responsible
corporate approach to online freedom of expression and privacy risks.

Section 201, by reference to the OECD Guidelines, should properly be read to include
these elements. For the sake of clarity, we recommend that it closely mirror the language
of the Guiding Principles and reference them as a baseline.

In fact, several of Section 201’s requirements are embedded in privacy orders between
the FTC and three companies that would be covered by Section 201 — Google, Twitter
and, most recently, Facebook. These orders require the adoption of specific privacy
policies to address user concerns about disclosure — for both existing and new products or
features, and regular independent external reviews. While we have some questions about
the scope of the Facebook order and the way in which it will be implemented, we believe
the order, and a similar order covering Google and Twitter, is a step toward the goal of
companies implementation of robust due diligence. We encourage the subcommittee to
maintain oversight of the implementation of these orders to ensure these orders advance
that goal.

Export Controls

Section 301 would require export licenses for the sale of technology that can be used for
censorship of surveillance by internet-restricting countries. This important and timely
provision would help to address an obvious gap in existing law that has enabled the sale
of such equipment to authoritarian regimes and their use in suppressing dissent. We
recommend that the coverage of Section 201 be expanded to include these companies
whose products and services may post human rights risks in the hands of internet-



40

restricting companies. As we noted earlier, companies in this sector need to do a better
job of identifying and addressing risk, including risks stemming from sales to or through
partners, distributors, suppliers and other third parties.

The subcommittee should maintain active oversight of this issue to assess efficacy of
current approaches and the need for additional measures.

Conclusion

Threats to internet freedom now come in many forms, from many places. The Obama
Administration has articulated a clear policy in support of internet freedom and has made
important early progress in elaborating its strategy, coordinating among US agencies and
with our allies, and extending support to netizens under threat. The GN1is also making
progress in raising awareness of the issue among companies and in promoting wider
engagement. But we know from daily press reports that the threats to internet freedom
require a more concerted and comprehensive response, from government and the private
sector. The proposed legislation addresses an important and continuing gap in existing
efforts. As one of our human rights colleagues from Belarus said last year in a meeting
with President Obama, “for you, it’s simply information, but for us [a free internet] is
life.”
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Mr. SMITH. Ms. MacKinnon.

STATEMENT OF MS. REBECCA MACKINNON, BERNARD L.
SCHWARTZ FELLOW, THE NEW AMERICA FOUNDATION

Ms. MACKINNON. Thank you very much, Mr. Chairman, and
Ranking Member Payne for the opportunity to testify today and for
your leadership on this issue. I look forward to answering your
questions after our opening statements.

In my testimony today, I am going to touch upon the lessons
learned from the Arab Spring, and particularly the role of compa-
nies in suppressing dissent in the Middle East and North Africa as
well as in China and elsewhere. More details can be found in my
written testimony. I will then conclude with recommendations.

After Egyptian President Hosni Mubarak stepped down in Feb-
ruary, Google executive and Facebook activist Wael Ghonim fa-
mously declared, “If you want to liberate a society, just give them
the Internet.” Sadly, events since then, as detailed by previous tes-
timony here today, have proven that Internet access alone is insuf-
ficient in the face of aggressive surveillance, cyber attacks, and
brutal physical reprisals against cyber dissidents.

In the Internet age, citizens’ ability to organize, express dissent,
and conduct political discourse depends increasingly on tech-
nologies that are created and often operated by companies. The un-
holy alliance of unaccountable government and unaccountable and
amoral business is thus one of the most insidious threats to democ-
racy everywhere. As I explain in my written testimony and have
described in previous hearings, China is the most extreme example
of how the public-private partnership in digital repression can
work, but variants and permutations of such partnerships are ex-
clusive neither to China nor to entirely authoritarian regimes.

I, therefore, recommend the following: First, we need to improve
and update export control laws, make collaboration with repression
more difficult, require companies selling surveillance technologies
overseas to conduct due diligence about the context in which these
products are likely to be used and the human rights implications,
require transparency in what is sold to whom and where it is used,
with reporting requirements for companies as well as for U.S. Gov-
ernment agencies approving sales and exports. Export laws should
also be revised and updated so that activists in countries like Syria
are not denied access to communication tools by Internet compa-
nies fearful of violating sanctions.

Second, we need to require corporate accountability and trans-
parency in all markets. Companies should be required to report on
how they gather and retain user information, how they share that
information with governments, as well as the volume and nature
of requests made by governments to delete or block user content or
hand over user information. Mandating greater accountability and
transparency on the part of corporations as well as on the part of
governments about their access to corporate data and the demands
they are making, and about how citizens communications are
censored or monitored can promote consumer awareness and stim-
ulate demand for services that people can associate with respect for
their rights and stimulate lack of demand for companies that are
not respecting people’s rights. Shareholders and investors must



42

also be properly informed about what they are supporting so that
they can make investment decisions based not only on financials,
but also on what kind of world these companies are helping to cre-
ate.

Third, the support of multi-stakeholder corporate accountability
and assessment efforts is important. All information and commu-
nications technology companies must not only accept human rights
risks and responsibilities, which they clearly hold, as we have
heard today, they must conduct human rights due diligence, but
they must also be required to undergo independent assessment to
determine whether they are living up to their claims. The Global
Network Initiative’s globally applicable principles on free expres-
sion and privacy were developed over several years in a multi-
stakeholder process involving not only companies but also human
rights groups, socially responsible investors, and academic experts.
They are supported by implementation guidelines and an account-
ability framework that applies to all markets and can be adapted
to a range of business models, including hardware companies and
Internet service providers. Companies that choose not to engage
with the GNI should be required to submit to some other multi-
stakeholder assurance process of at least equal if not greater rigor
and independence.

And finally, we need to make sure that all U.S. legislation is
compatible with global Internet freedom. All bills involving Inter-
net regulation, from cyber security to copyright protection, to other
challenges the Internet has wrought should undergo their own
human rights assessments before introduction to identify potential,
unintended consequences for human rights, free expression, and
global Internet freedom. The Stop Online Piracy Act and the Pro-
tect IP Act, now before the House and Senate, are examples of bills
that would have benefited greatly from human rights due diligence
and due diligence about their impact on global Internet freedom be-
fore seeking remedies to address copyright infringement, which un-
fortunately would inflict collateral damage on free expression by ef-
fectively establishing a nationwide filtering system and blacklisting
system as well as legal liabilities for Internet companies that would
compel Web site owners to proactively monitor and censor users in
ways that are not unlike the ways in which Chinese companies are
required to monitor and censor.

In short, there is no silver bullet solution for Internet freedom
any more than there has ever been a silver bullet solution for free-
dom in the physical world. As in the offline world, protecting
human rights in the digital realm requires public awareness, vigi-
lance, and constant involvement as well as an ecosystem of indus-
try, government, and concerned citizens working together with a
shared commitment to basic rights and values. Thank you very
much.

Mr. SMITH. Thank you very much for your very, very extensive
recommendations, past and present.

[The prepared statement of Ms. MacKinnon follows:]
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Rebecca MacKinnon
Bernard L. Schwartz Senior Fellow, New America Foundation
Co-Founder, Global Voices Online (globalvoicesonline.org)

At the hearing:
“Promoting Global Internet Freedom”

United States House of Representatives
Committee on Foreign Affairs
Subcommittee on Africa, Global Health, and Human Rights
Thursday, December 8, 2011

Thank you, Mr. Chairman and ranking member Payne, for the opportunity to testify
today. I am Rebecca MacKinnon, a Bernard L. Schwartz Senior Fellow at the New
America Foundation. Earlier in my career [ worked as a journalist for CNN in China for
more than nine years. Since 2004 while based at several different academic institutions I
have studied Chinese Internet censorship alongside global censorship and surveillance
trends, examining in particular the role of the private sector. In 2006 I became involved
in discussions between members of industry, human rights groups, investors, and
academics which eventually led to the launch in 2008 of the Global Network Initiative,
the multi-stakeholder initiative that aims to help Internet and telecommunications
companies uphold the principles of free expression and privacy around the world. Seven
years ago [ also co-founded an international citizen media network called Global Voices
Online, with bloggers and activists contributing from more than 100 countries. Several of
our community members have been jailed or exiled because of their online activities, and
many more have been threatened.

Based on my research as well as my practical experience working with bloggers and
activists around the world, my forthcoming book, Consent of the Networked: The
Worldwide Struggle for Internet Freedom argues that the very aspects of the Internet that
empower activism and dissent are under threat. Citizens everywhere increasingly depend
on the Internet and mobile technologies for political and civic discourse, along with so
many other aspects of our lives. Without a robust global movement — and genuine
commitment by governments and companies — to keep the Internet open and free, I am
concerned that the Internet will grow increasingly inhospitable to democratic discourse
and dissent.

I will begin my testimony with some of the lessons learned from the Arab Spring about
the challenges to Internet freedom worldwide — by activists and Internet freedom
supporters as well as by authoritarian regimes. I will then address some of the
inconvenient truths about American companies, American investors, and United States
policy and conclude with policy recommendations.
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Lessons of the Arab Spring

After Egyptian President Hosni Mubarak stepped down earlier this year, Google
executive and Facebook activist Wael Ghonim famously declared: “If you want to
liberate a society just give them the Internet.” Unfortunately, events of the past year have
shown that Internet access alone — even relatively uncensored access — is insufficient in
the face of aggressive surveillance, especially when combined with other tactics such as
cyber-attacks against activists” online accounts and websites, plus physical reprisals
against prominent cyber-dissidents.

Until recently, Congressional efforts to support Internet freedom have focused most
energetically on supporting the development and dissemination of circumvention
technologies that help Internet users gain access to censored websites.! While those
technologies continue to be useful for many activists around the world, most of them are
no match for the cutting-edge surveillance technology developed largely by American
and European companies now for sale around the world, as several of the other witnesses
today have described in detail. Technically speaking, simple circumvention tools such as
basic virtual private networks (VPN’s) are quite easy to set up. The ease of setup for a
particular tool, however, means it is likely to be just as easy for someone to block,
monitor, and control that tool. In fact, circumvention tools that are marketed primarily to
activists and whose security practices fail to keep up with the constant innovations of
state-of-the-art Western products can even increase activists’ vulnerability to
surveillance, even as they successfully evade censorship.’

Insufficient attention has been devoted to the urgent need to revise export control laws,
which not only fail to prevent the sale of surveillance technology that is used by many
repressive regimes, but inadvertently deprive activists in countries like Syria to the tools
and international connections that would help them succeed. Most infamously,
surveillance products manufactured by the American company Blue Coat have found
their way to Syria and Burma.® Meanwhile activists have struggled to gain access to basic
communication tools — like Skype - that companies fearful of violating sanctions have
blocked them from using. In August, the Treasury Department's Office of Foreign Assets
Control (OFAC) issued a general license allowing the export of “certain services incident
to Internet-based communications.” It specifically notes that transactions related to the
exchange of personal Internet communications like instant messaging, chat and email,
social networking, photo- and video-sharing, web browsing, and blogging are permitted.”

But as the Electronic Frontier Foundation’s Jillian York points out the problems for
activists have not ended there. “Restrictions from the Department of Commerce’s Bureau

! hitp Alugar senate pov/record.ofm 2id=331192

2 https://verw. torproject. org/press/presskit/2010-09-16-circumvention-features.pdf and

hitp Awww. guardian. co uk/iechnology/20104ep/ 1 7havstack-sofbw are-security -congerns

3 http/fAwww svashinetonpost. comfAvorld/mational-seeurity/us-probes-use-of-surveillance-
technology-in-syria/201 1/11/17/e10AS HEVN story himi  hitp: /eitizeniab oreg/2011/11/behind-
blue-coat/ and http.//eitizenlab.org/201 1/1 1/behind-blue-coat-an-update-from-burma/
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of Industry and Security (BIS) still appear to prevent communications tools and services
from being exported to Syrians without a license,” she writes. “We think that because of
these restrictions, Syrians still cannot access Google products Chrome and Earth, cannot
download Java, among various other tools, and cannot use hosting services like
Rackspace, SuperGreenHosting and others.”

While export control law clearly needs revision in order to match realities on the ground,
the broader problem is the result of failure by most Western technology companies —
many of them American — as well as most of their investors, to accept responsibility for
the human rights implications of their businesses, or to make meaningful efforts to
acknowledge let alone mitigate the human rights risks of their technologies. As Jerry
Lucas, president of TeleStrategies Inc., operator of the Intelligence Support Systems
(ISS) World Americas conference, an annual trade show for makers of surveillance
technology recently told the Wall Street Journal: "We don't really get into asking, 'Is this
in the public interest?"®

Mr. Chairman, your leadership on this issue and your continued efforts to hold companies
accountable for their actions is vital not only to activists fighting repressive regimes but
to Americans who believe that it is unacceptable for businesses based in the United States
and supported by American investors to participate in the suppression of the very kinds of
civil liberties and human rights protections that people around the world are risking their
lives for - and which we continue to fight to preserve here at home.

The China Model: Public-Private Partnership in Repression

In the Internet age, citizens’ relationship with government, and their ability to conduct
political debate and discourse, increasingly depends on technologies that are created,
owned and operated by companies. Because of this dependence, the unholy alliance of
unaccountable government with unaccountable and amoral business is one of the most
insidious threats to democracy everywhere.

In the wake of the Arab Spring as well as a number of domestic incidents that activists
have seized on to criticize government corruption and abuse, the Chinese government has
increased its pressure on Internet companies to improve their internal censorship and
surveillance systems, citing the danger of “online rumors” and holding companies
responsible for stopping their spread.” Sina Weibo, China’s most popular Twitter-like
microblogging service, is believed to employ approximately 1,000 people to monitor and
censor users. The CEO of Tencent, another Internet company, has said publicly that his
company is working to develop new technologies and methods to better censor and
monitor users.® Many of the largest Chinese Internet companies, including Sina,

* https:/fwww.eff orp/deeplinks/20 1 1/ 09/stop-the-piecemeal-export-approach
6 bitp:/fonkine wsi.con/article/SB100014240529702036 1 1404577044192607407780 huml
7 hitp-/fdigicha.com/index. php/201 1/ 2attack-creators-and-propagators-of-internet-rumors-head-
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Tencent, and Baidu (China’s largest search engine) are listed on US stock exchanges and
many more are beneficiaries of copious private American investment.

As T described in testimony to this committee in March of last year, China leads the
world when it comes to institutionalizing and codifying the public-private partnership in
digital repression. China’s system of blocking or filtering overseas websites is merely the
first level of the Chinese Internet control system. When it comes to websites and Internet
services over which Chinese authorities have legal jurisdiction, why merely block or
filter content when you can delete it from the Internet entirely?

In Anglo-European legal parlance, the legal mechanism used to implement such a system
is called “intermediary liability.” The Chinese government calls it “self-discipline,” but it
amounts to the same thing, and it is precisely the legal mechanism through which
Google’s Chinese search engine, Google.cn, was required to censor its search results.” All
Internet companies operating within Chinese jurisdiction — domestic or foreign — are held
liable for everything appearing on their search engines, blogging platforms, and social
networking services. They are also legally responsible for everything their users discuss
or organize through chat clients and messaging services. In this way, much of the
censorship and surveillance work is delegated and outsourced by the government to the
private sector — who, if they fail to censor and monitor their users to the government’s
satisfaction, will lose their business license and be forced to shut down. It is also the
mechanism through which China-based companies must monitor and censor the
conversations of more than fifty million Chinese bloggers. Politically sensitive postings
are deleted or blocked from being published. Bloggers who become too influential in the
wrong ways can have their accounts shut down and their entire blogs erased. Much of the
front-line digital surveillance work is conducted not by “Internet police” but by
employees of Internet and telecommunications companies, who then cooperate closely
with authorities."’

Efforts to increase corporate accountability and transparency

In the absence of meaningful legislation addressing pressure by governments on
companies to conduct surveillance and censorship in a manner that violates
internationally recognized norms on free expression and human